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CRYPTOCURRENCIES: DEVELOPMENT, FEATURES AND CLASSIFICATION

Abstract. The advent of cryptocurrencies and rapid growth of crypto-networks heralded a
new era in evolution of financial relations. The main goals achieved by introduction of
cryptocurrencies included: a) removal of the third party (the government, banking and financial
institutions) from transactions between the parties to a transfer; b) anonymity of the parties; c)
transaction security. The governments of various countries of the world have a different stance as
regards the use of cryptocurrencies, and in some cases, they consider this medium of exchange
illegal. The transnational nature of transactions involving cryptocurrencies and the absence of
physical borders for these transactions complicate legislative regulation of the circulation of
cryptocurrencies in Ukraine.

The use of cryptocurrencies has significant effect on the economies of Ukraine and other countries
of the world due to easy dissemination and popularity of this technology and the growing capitalization of
cryptocurrencies. The exchange of cryptocurrencies into fiduciary money and the possibility of gaining
substantial profits on a cryptocurrency exchange due to high volatility of cryptocurrencies necessitate
development, as soon as possible, of approaches to legislative regulation of both terminological apparatus
related to circulation of cryptocurrencies and the exchange transaction procedures, profit taxation, etc.
Considering the multisided nature of crypto-networks and the diversity of cryptocurrencies currently
existing in the world (over 2000 variants as of today), classification of existing cryptocurrencies and
definition of their features represents a contemporary task.

This article characterizes development of blockchain technology that serves as the basis for
the functioning of cryptocurrencies, defines their characteristic features, positive and innovative
concepts implemented with their advent. Cryptocurrencies were classified based on various criteria
(issue type, network decentralization, limitation on issue, controllability of cryptocurrency issue,
etc.), and two groups of features typical either for all cryptocurrencies or for their certain variants
were proposed. It was proposed to define a cryptocurrency as a variety of e-money used as an
alternative additional currency and circulated within global computer networks on the basis of
blockchain technology that envisages asymmetrical encryption and the use of various cryptographic
protection methods.

Keywords: bitcoins, blockchain, cryptocurrency issue, classification of cryptocurrencies,
cryptocurrency, mining, regulation of cryptocurrency circulation.

Formulas: 0; fig.: O; tabl.: O; bibl.: 19.

Kyuepasenxo M. I1.

00KMOp 10pUOUYHUX HAYK, npogecop, 3a8idyeay kagedpu ¢inancosozo npasa,
Hayionanvnuii ropuouunuii ynisepcumem imeni Apocnasa Myopoeo, Xapxis, Ykpaina;
e-mail: npkucheryavenko@ukr.net; ORCID ID: 0000-0002-8020-5748

JImumpux O. O.

O00KMOp 10PUOUYHUX HAYK, npogecop, npogecop kaghedpu pinancosoeo npasa,
Hayionanvnuii ropuouunuii ynisepcumem imeni Apocnasa Myopoeo, Xapxis, Ykpaina;
e-mail: omzdch@gmail.com; ORCID ID: 0000-0001-5469-3867

371


mailto:npkucheryavenko@ukr.net
https://orcid.org/0000-0002-8020-5748
mailto:omzdch@gmail.com
https://orcid.org/0000-0001-5469-3867
mailto:alek_m@i.ua
https://orcid.org/0000-0001-6980-6780
mailto:npkucheryavenko@ukr.net
https://orcid.org/0000-0002-8020-5748
mailto:omzdch@gmail.com
https://orcid.org/0000-0001-5469-3867

TI'onosawesuu O. O.

KaHOuoam iopuoudHux Hayk, 0oyeHm xagpeopu inarncosozo npasa,

Hayionanvnuii opuouunuii ynisepcumem imeni Apocnasa Myopoeo, Xapxis, Ykpaina;
e-mail: alek_m@i.ua; ORCID ID: 0000-0001-6980-6780

KPUIITOBAJIIOTU: PO3BUTOK, O3HAKH I KJIACUDPIKALISA

AHoTauis. [TosBa KpUNTOBATIOT 1 CTPIMKUNA PO3BUTOK KPUIITOMEPEX O3HAMEHYBAJIH HOBUI
eTan eBoJIIOIii (iHaHCOBUX BiTHOCHMH. OCHOBHMMH IUIAMH, sKi OYyJIM JOCATHYTI 3a paxyHOK
3aMpoOBa/PKEHHS] KPUNITOBAIIOT, CTAJIM: a) BHBEICHHS TPEThOI CTOPOHU (IepxkaBH, OAHKIBCHKHUX 1
(IHAHCOBHMX YCTAaHOB) 3a MEXI OMepaliii, Mo 3AIHCHIOITHCA MiX YJaCHUKAMH Iepekasy; O)
AHOHIMHICTh YYaCHHKiB; B) 3aXWIIEHICTh IMPOBEACHUX TpaHcakuid. IIpu 1mpoMy BUKOPUCTAaHHS
KPUNTOBAIIOT MO-PI3HOMY OLIIHIOIOTHCS YPAIUM KpaiH CBITY, @ B OKPEMHUX BUIAJKAX iX BBaKalOTh
NPOTHIPAaBHUMHU. TpaHCHALIOHAJBHUN XapakTep Omepauid i3 KpUNTOBAIIOTAMH, BiJICYTHICTh
G13MUHUX KOPAOHIB, MPH IX 3MilCHEHHI, OOYMOBIIOE CKJIQJHOIIl HOPMATUBHOTO PEryTIOBAaHHS
iXHBOT0 001y Ha TepUTOPii YKpaiHU.

BukopucTaHHsa KpUIITOBAJIIOT Ma€ CYyTTEBUI BIUIMB Ha €KOHOMIKY YKpaiHM Ta IHIIUX KpaiH
CBITY, [0 OOYMOBJICHO JIETKMM TIOMIMPEHHSAM Ili€l TEXHOJIOTIi, ii MOMYJSPHICTIO Ta 3POCTaHHAIM
Kamitamizanii kpunroBamoT. [IpoBeneHHs 00MiHY KpUNITOBATIOT Ha (iyliapHi IPOIili, MOXKIUBICTh
OTpPUMaHHS 3HAYHOTO NMPHOYTKY Ha KPUITOOIp)KaxX dYepe3 BHUCOKY BOJATUIBHICTH KPUIITOBAIIOT
3YMOBJIIOIOTh NOTPeOy B SKHANIIBUIIIOMY PO3pOOJIEHH] MiAXO/IB 10 HOPMAaTUBHOIO PETYIIOBAHHS
SK TCPMIHOJIOTIYHOTO arapary, IOB’sA3aHOro i3 iXHIM 00irom, Tak i 0O€3MOCEpPETHBO MPOIEAYP
IpOBe/eHHS OOMIHHMX oOIepaliid, OMOAAaTKyBaHHS OTPUMAHOIO MPUOYTKY TOIIO. YPaxoBYIHOUU
0araTorIaHOBICTh MISTIBHOCTI KPUITOMEPEX, PI3SHOMAHITHICTh HAsSBHUX Yy CBITI KPHUIITOBAIIOT
(napasi Oinbiie Hixk 2 000 pi3HOBUIB), aKTyaJlbHUM € MUTaHHS MPOBEACHHS Kiacu(ikarii HasBHUX
KPUNTOBAIIOT, BAOKPEMJICHHS TPUTAMAHHUX 1M O3HAK.

OxapakTepu30BaHO PO3BUTOK OJOKYEHH-TEXHOJOI1i, Ha OCHOBI $KOI (YHKLIOHYIOTbH
KpUIITOBAJIIOTH, BU3HAYEHO ii XapaKTepHI pUCH, MMO3UTHUBHI Ta 1HHOBALIWHI KOHUENIii, 1m0 Oynu
3anpoBaKeHi 3 ii mosiBoro. [IpoBeneno kinacudikaiito KpUNTOBATIOT 32 PI3HUMHU KPUTEPIIMU (THITY
eMmicii, merneHTpanisaiii Mepex, 0OMeXEHOCTI eMicii, KOHTPOIBOBAHOCTI BHITYCKY KPUIITOBAIIOT Ta
1H.) 1 3aMPONOHOBAHO JBI TPYMH O3HAK, IO MPUTaAMaHHI a00 BCIM KPUINTOBAIIOTaM, a00 OKpeMUM
iXHIM pi3HOBHJAM. 3alpoOIIOHOBAHO BU3HAYaTH KPUITOBAIIOTY SIK PI3HOBHJI €JIEKTPOHHUX I'POIIEH,
10 BUKOPUCTOBYIOTHCS SIK aJlbTEpHAaTHBHA JI0/1aTKOBA BAJIOTA, OOIT SKUX 3/1HCHIOETbCA y PaMKax
noOyOBaHUX TJIO0AIBHUX KOMIT IOTEPHUX MEpEX 13 3aCTOCYBaHHAM OJIOKYCHH-TEXHOJIOTII, sKa
nependavae acMMeTpuyHe MMU(PYBaHHS Ta BHUKOPUCTAHHS PI3HUX KpUNTOrpadiuHUX METOAIB
3axHCTY.

Kuro4oBi ciioBa: GiTKOTHM, OJIOKYEHH, eMiCisl KpUIITOBAIIOT, Kiacu]ikallisi KpUITOBAIIOT,
KPUNTOBAIIOTA, MAWHUHT, PETYJIIOBaHHS 00Iry KpUIITOBAIIOT.
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KPUIITOBAJIKOTHBI: PABBUTHE, IPU3HAKHU U KIACCUDUKALIUA

AHHoTanus. [losBieHHME KPUNTOBAIIOT U CTPEMUTEIBHOE PA3BUTHUE KPHUIITOCETEHN
03HAMCHOBAJIM HOBBIA 3TAaIl 3BOJIONUU (PHHAHCOBBIX OTHOMIEHUH. OCHOBHBIMHU IEISMHU, KOTOPBIC
ObUIM JIOCTHTHYTHI 3a CYET BHEIPCHHUS KPHUITOBAIIOT, CTAJM: a) BBIBOJ TPEThe CTOPOHBI
(rocynapctBa, 0aHKOBCKUX M (PMHAHCOBBIX YUPEKICHHIA) 32 MPEIEIIbI ONEPaIfii, OCYIIECTBISIEMbIX
MEX]y YYaCTHHKaMHU TepeBoJia; 0) aHOHMMHOCTh YYaCTHHUKOB; B) 3allUIIEHHOCTh MPOBEICHHBIX
TpaHcakuii. [Ipu 3TOM HCIOTB30BaHNE KPUMITOBATIOT MO-PAa3HOMY OIICHHBACTCS IMPABUTEIIHCTBAMHI
CTpaH MHpa, a B OTJACIBHBIX CIy4asX — CUYUTACTCS NPOTUBOMPABHBIM. TpaHCHAIMOHATBHBIN
XapakTep omepaluii ¢ KPUITOBATIOTAMH, OTCYTCTBHE (PU3UUYECKUX TPAHUI] IIPH UX OCYIIECTBICHUH
O0YCIIOBIMBAIOT CJIO)KHOCTH HOPMATHBHOTO PETYIMPOBAaHHUS HMX OOpalIeHUss Ha TEPPUTOPHU
YKpauHsl.

Hcronp30BaHue KPUIITOBAIIOT OKA3bIBACT CYIIECTBEHHOE BIMSHUE HA SKOHOMHUKY Y KparHbI
U JPYTUX CTpaH MHUpPA, YTO OOYCJIOBIEHO JIETKUM pACIpPOCTPAHCHHEM JTOW TEXHOJOTHH, e
MOMYJSIPHOCTRIO M POCTOM KaIlUTaTH3aIlMi KPpUNTOBATIOT. [IpoBeneHne oOMeHa KPUTITOBAIOT HA
buaynHuapHbpie IeHbI'H, BO3MOXKHOCTh TIOJYYCHHUS 3HAYUTEIBHOM MPUOBUIN HA KPUIITOOUPIKAX M3-32
BBICOKOW BOJIATHJILHOCTH KPUIITOBAJIIOT OOYCIOBIUBAIOT MOTPEOHOCTh B CKOpEHIICH pa3padoTke
MOJIX0/I0B K HOPMATUBHOMY PET'YJIMPOBAaHUIO KaK TEPMUHOJOTHYECKOTO armnapara, CBI3aHHOTO ¢ UX
oOpamieHueM, Tak ¥ HEMOCPEACTBEHHO TMPOIEIyp TPOBEACHHUS OOMEHHBIX  OIEpaIlHid,
HAJIOTO00JIOKEHHUST TMOJYICHHON TPHOBUTM W T. . YUYWTHIBasE MHOTOIUIAHOBOCTH IESATEIILHOCTH
KpPUNTOCETEH, pa3HOoOOpa3ue CyIIECTBYIOIIMX B MHpe KpunroBamioT (ceiiwac Oonee 2 000
Pa3HOBUHOCTEH), aKTyaJbHBIM SIBIISICTCS BOINPOC MPOBEICHHS KIacCU(PUKAIUKM CYIICCTBYIOIINX
KPUITOBAIIOT, BBIJCIICHHS TPUCYIIUX UM MPU3HAKOB.

OxapakTepr30BaHO pa3BUTHE OIOKYECHH-TEXHOJIOTHH, HA OCHOBE KOTOPOil (hYHKIIMOHUPYIOT
KPUTITOBATIOTHI, OMNPEACICHbl WX XapaKTEPHBIC YEPThI, IOJOXHUTCIbHBIC W WHHOBAI[MOHHBIC
KOHIISIIINH, KOTOPbIE OBLIM BBEJCHBI C UX MosiBIeHUEM. [IpoBeneHa KiaccupuKanus KpUITOBAIIOT
[0 pa3jMYHBIM KPUTEPHUsM ([0 THITY SMHUCCHH, [ICICHTPAIU3AlMA CETCH, OTrPaHMYCHHOCTU
OMUCCHH, KOHTPOIUPYEMOCTH BBIIYCKA KPUITOBAIIOT M JAp.) U TMPEIJIOKEHBI JIB€ TPYIIIBI
MPU3HAKOB, MPHUCYIIUX WJIA BCEM KPHUITOBAIIOTAM, WJIH OTACIBHBIM WX Pa3HOBHIHOCTSIM.
[TpennoxeHo onpenensTh KPUITOBATIOTY KaK Pa3HOBHIHOCTH AJIEKTPOHHBIX JICHET, UCIIOIb3yEeMbIX
KaK aJlbTePHATUBHAS JOMOJIHUTEIbHAS BAJIOTA, OOpaIleHUE KOTOPBIX OCYIIECTBIISICTCS B PaMKax
MMOCTPOCHHBIX MIOOATEHBIX KOMIBIOTEPHBIX CETEH C MPUMEHEHUEM OJIOKUYCHH-TEXHOJIOTHH, KOTOPast
npeaycMaTpuBacT ACUMMETPUYHOE mmdpoBaHue u UCTIOJIb30BaHUE pas3IMYHBIX
KPUNTOTPaQHUECKUX METOIOB 3aIIUTHI.

KawueBble cjioBa: OWTKOWHBI, OJIOKUCHH, SMHUCCHUS KPUNTOBAIIOT, KiaccU(pUKaIUsI
KPUTITOBATIOT, KPUIITOBATIOTA, MAWHUHT, PETYJIMPOBAHUE OOpAIICHUS KPUTITOBAIIOT.

®opmyi: 0; puc.: 0; Tabn.: 0; 6ubm.: 19.

Introduction. Implementation of financial activity of the state occurs in various forms. It is
always associated with the turnover of public funds, the mandatory participation of the state or a
territorial community in these legal relationships.

Traditionally, within the framework of financial activity of the state there was a movement
of fiduciary funds, the value of which is stipulated by the imperative order of the state to use them
as a way of payment, and the issuer of which is the state. These relations are properly regulated, but
with the advent of cryptocurrency in 2009 which is not emitted by the state but has the certain
value, there are more and more issues regarding the regulation of their turnover and the role they
can play in the financial activities of the state.

The transnational nature of the issue and the turnover of cryptocurrency, anonymity of
transaction participants complicate the legal regulation of their use in different countries. The lack
of a normatively-assigned terminology system is largely due to the complexity of crypto- networks,
their decentralization, the special way of emission and the execution of transactions without the use
of national payment systems. At the same time, the high volatility of this financial instrument
allows crypto- market participants to earn significant amounts of money, while the mechanisms of
their taxation are still not in the vast majority of countries in the world.
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Currently, the main problem in conducting operations with cryptocurrencies is the legal
uncertainty of the term «cryptocurrency», the lack of legal regulation of the methodology for
accounting crypto-transactions between their participants, the unresolved procedure for determining
the tax base when conducting transactions with cryptocurrencies by individuals and legal entities. In
this article, was carried out the research of the background and origin of cryptocurrency, the
classification is given as well, the obligatory and optional signs of cryptocurrency are singled out,
and the peculiarities of their emission are described.

Research analysis and problem statement. Significant practices in the research of the
designated theme were noted by D. O. Babin, I. V. Greevy, V. V. Korneev, I. A. Kotitsina, M. V.
Tarasyuk, E. I. Trubnikov, O. Cheberyako, V. K. Shaydulin and others. At the same time, the
novelty of the phenomenon of cryptocurrency and their transnational nature is due to the lack of
proper legal regulation of their turnover in Ukraine.

The purpose of the article is to determine the economic aspects of the emergence of
cryptocurrency, to classify their varieties, to distinguish common and distinct features of
cryptocurrencies (according to their individuality, to form the proposals for the legal establishment
of the term «cryptocurrency» in Ukraine.

The result of the research. The development of technologies leads to changes in many
areas of public life. One of the most significant events that had a significant impact on the
circulation of finance was the development and implementation of the Bitcoin system in early 2009,
which operates on the basis of blockchain technology. Initially, the existence of Bitcoin system
network was ensured only due to enthusiasts, but in the fall of 2009, the exchange of virtual
currency was made on fiat money, and in 2010 — on real goods (the legendary pizza for 10,000
bitcoins) [1].

Blockchain Technology is a special structure for writing a transaction group in crypto-
systems [2]. The transaction is considered completed and credible («confirmed»), when its format
and signatures are checked, and when the transaction itself is grouped together with several others
and written in a special structure — a block. Block content can be verified, since each block
contains information about the previous one [3]. It is worth noting that the blockchain technology
came with the bitcoin, but can be used separately as well. In accordance with the concept proposed
by blockchain inventor (Satoshi Nakamoto), the basic principles of bitcoin are provided:

- security (each subsequent page- block depends on the previous one, so if someone wants to
change the already «sealed» page data, he will also have to change the content and cipher of all
subsequent pages, which is impossible due to the use of extremely stable crypto- algorithms);

- anonymity (none of the members of the group knows the personality of others, since even
during the transfer of funds member sees only a set of numbers and letters — the address of the
wallet in the bitcoin system);

-transparency (all members of the group have access to the database system, note the data of
all money transfers occurring inside. Any transaction can be observed at any moment by each
participant);

- decentralization (the database is stored in a certain place in a single copy, but in the form
of a copy of each user who joined the system);

- security (after a certain time the place for records on a «sheet» (block) ends, then it «seal»
with a unique encrypted code, agreed by all the participants, after which the entries on it can only be
reviewed, but not changed) [3; 4].

Currently, Bitcoin, Ethereum and Ripple are among the top three of the most capitalized
cryptocurrencies. Bitcoin (BTC) is the first of the created cryptocurrencies. [5] This cryptocurrency
has the largest capitalization. During its existence, the exchange rate has grown to more than 20,000
US dollars (at the end of 2017) [6]. The basic feature of this cryptocurrency, like many others, is the
possibility of separating bitcoin into small parts — the smallest unit of 10-8 bitcoin called
«Satoshi.» An electronic payment between the two parties occurs without intermediaries and is
irreversible. The system does not have a mechanism to cancel a verified transaction, just as no one
can block or arrest funds, even temporarily, except for the private key owner [7].

Ethereum (ETH) — Crypto Currency released in 2015 on the basis of Ethereum technology,
is the world’s leading programmable blockade. Unlike other blocking systems, Ethereum is
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programmed, which means that developers can use it to create new types of applications that can
control digital assets for creating new types of financial applications [8].

Ripple (XRP) — the internal cryptocurrency of the Ripple network launched in 2012. In
turn, the Ripple network is used as a crypto exchange platform for payment systems, and is oriented
on transactions with currency exchange without refunds [9]. In the Ripple network, users make
payments between themselves using cryptographically signed deals denominated in currencies or
internal Ripple (XRP) cryptocurrencies. For RIPP nominated in XRP transactions, Ripple can use
an internal registry, and for payments expressed in other assets, the Ripple registry only records the
amount of debt with assets presented as debt obligations [10].

In addition to the three most highly capitalized cryptocurrencies, about 2200 varieties have
been released for this time. At the same time, not all cryptocurrencies are completely decentralized,
like Bitcoin. They also have differences of a technical nature, different purposes, application
specifics, etc. This necessitates the selection of criteria for which it is possible to classify
cryptocurrency. Thus, V. K. Shaidulina proposes to classify cryptocurrencies on the basis of the
ICO (the initial presentation of cryptocurrency aimed at attracting investments for its development)
and liquidity levels. Consequently, it is proposed to select a group of cryptovaginal tokens received
as a result of the Initial Coin Offering (ICO), and other cryptic currencies. According to V. K.
Shaidulina’s conviction, the first group of cryptocurrency is used as a way of payment, a way of
accumulation (savings), exchange and as an investment instrument (STRAT, IOT, Waves, etc.).
Cryptocurrencies of the second group are used as a way of payment, savings (savings) and
exchange (Bitcoin, Bitcoin-cash, Dash, Ripple, Litecoin, Etherium, etc.) [11, p. 140].

I. O. Kotitsin offers a more branched classification of cryptocurrencies, which distinguishes
several levels, classes and subspecies of cryptocurrencies. In particular, we are invited to divide the
cryptocurrencies for: 1) the purpose of creation (target / not targeted); 2) the degree of activity, or
the achievement of emission limits (active / not active); 3) the type (original, original, and
formation as a result of forks); 4) type of regulation (decentralized / centralized); 5) innovation
(created on the basis of existing technologies or new ones); 6) by the method of issue (mining /
financial instruments), etc. [12].

In this case, I. O. Kotitsin as one of the grounds for the classification of cryptocurrency
distinguishes such a feature as the recognition of cryptocurrency by the state, «... that is, the
existence of current legislation, which determines the status of cryptocurrency», and distinguishes:
a) regulated cryptocurrency (its status is defined and enshrined in the normative legal acts of the
state); b) unregulated cryptocurrency (its status is not defined and not enshrined in state legal acts)
[12]. We believe that the recognition by a particular state of one or another cryptocurrency as a
legitimate way of payment, for example, can not be used as a classification ground. The fact is that
the turnover of cryptocurrency is of an international nature, therefore it is impossible to classify
them in the fact of presence or absence of legal regulation of transactions with them in a separate
state.

In order to find out the economic essence of the cryptocurrency, it is necessary to determine
their characteristics, which are due, above all, to the peculiarities of the technology in which the
cryptocurrency functions. In the scientific literature, when describing the cryptocurrency literature,
the authors distinguish their various features, including decentralization, emissions through
landlining, anonymity of payments, emission limitations, etc. [13, p. 152—153; 11, p. 139]. It
should be borne in mind that the cryptocurrencies of various types have a different set of features.
In this regard, it seems expedient to determine the main features that are inherent in all
cryptocurrency, and additional ones, which characterize the features of their individual groups.
Among the main features are: a) the openness of the software code; b) the conditionality of the
exchange rate of cryptocurrency by the demand and supply; c) irreversible nature of transactions; d)
open access to transaction information; e) anonymity of payment participants; e) saving transaction
information for a long time; is) P2P-character of transactions; g) openness to other payment
systems. Additional attributes include: a) the absence of a central administrator; b) decentralized
emissions; c) limitation of the volume of emission; d) impossibility of forgery.

The overwhelming majority of cryptography is based on open source software that runs a
particular cryptographic network. Thereby, the transparency of the system and the possibility of its
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improvement by a wide range of specialists are achieved. Open code of software in the economic
and legal aspect mean the possibility of attracting a significant number of specialists to increase the
efficiency of the use of one or another cryptocurrency with minimal economic costs, as well as the
impossibility of the imperative impact of one subject on the functionality of cryptocurrency.

The feature of cryptocurrency, which separates them from traditional fiat money, is the
absence of an entity that defines the exchange rate of cryptocurrency and guarantees its liquidity.
Cryptocurrencies, unlike fiat money, are not depreciated with anything, they are not used as central
banks obligations, and their exchange rate is determines only by the expectations of persons
conducting transactions with cryptocurrencies, that is, it is determined by demand and supply.

Transactions with cryptography are irreversible. Transactions can not be frozen, nobody can
delay the amount of money, and in case of purchase of goods or services for cryptocurrency, the
buyer can not withdraw a payment when he is not satisfied, for example, with the quality of the
service or product. There is no third party that could affect the results of the transaction. Another
signifies this — P2P-character of transactions (Peer to Peer, from English — equal to [13]), which
provides for their exclusively between two persons, without the involvement of banks, financial
institutions, etc.

Another feature of all cryptocurrencies is finding information in the open access for all
transactions. This is due to the blockhain technology, which involves merging transactions into
blocks, and each subsequent block contains information about the previous one. In this case,
personal data about the persons who made the transaction is not publicly available. In this way, the
anonymity of the transaction is achieved, or rather, pseudo-anonymity, because in some cases, with
the use of additional information (for example, tracking the IP address of the participant of the
transaction), it is possible to find out the physical location of the computer from which it was
conducted, and identify a particular individual. In the future, it is not difficult to trace all the
operations with this cryptocurrency, which person pursued.

The distinctive feature of cryptography is to store information about all transactions
throughout the lifetime of one or another cryptocurrency network. This is also due to the blockade
technology. Storing this information is a prerequisite for the existence of a network. Also, all
operations with cryptocurrency transactions are in non-cash form.

Another feature of cryptography is the openness of the corresponding crypto-exchange
systems to other payment instruments. It is about the possibility of exchanging crypto currency for
other currencies — such as fiat (dollars, euros, hryvnia, etc.) and other electronic ones (QIWI,
WebMoney, etc.). Such an exchange is in practice carried out on cryptoexchanges or with the use of
electronic exchange points. Currently, the legal regulation of such activities in different countries is
significantly different, and the common feature is the presence of a large number of gaps. Not
completely resolved remains the issue of cryptocurrency taxation as market participants, which
carry out exchange transactions, as well as organizers of the respective platforms.

The additional feature of cryptocurrencies is the absence of a central administrator, but this
sign is not absolute. It is not right to assert about the absolute decentralization of cryptocurrencies,
since it can indirectly be carried out at three levels: centralization of development management;
centralization of wallets (services); centralization of mining [15].

At the development management level, centralization can be indirectly impacted by the
impact on the staff involved in the improvement of the program code. This process involves
developers who, of course, can not work for free. Thus, the organization (or organizations) that fund
the development and improvement of the relevant crypt-exchange platform has an impact on its
program code. In addition, cryptography needs to be stored, which is used for so-called hot (funds
are stored online with the involvement of a third-party service) or cold (located on the user’s
computer) wallets. In the latter case, of course, centralization does not occur — each user has its
own wallet and does not affect other participants in the cryptocurrency network. However, treating
blockheads requires significant computing power, which creates inconvenience for a simple user.
That is why users frequently resort to organizations that handle cryptocurrencies on their powerful
servers (for example, http://blockchain.info/, https://www.myetherwallet.com/, etc.). In fact, such
organizations manage the funds of their clients.
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The vast amount of cryptocurrency is characterized by decentralized emissions, which is
typical for those types that are emitted due to the mining (from English, «mining» — a process in
which transactions are checked for various forms of cryptocurrencies and added to the block book’s
digital book) [16]. Centralization of mining is carried out by combining the capacities of miners into
groups (pools) for more efficient landing and issuance of the corresponding cryptocurrency [17].
The idea of the creator of the cryptocurrency is to complicate with each of the found blocks of the
achievement of the subsequent led to the ineffectiveness of personal property, so the managers and
grouped together. By the way, the legal regulation of the activity of such pools also needs to be
improved, since in fact it is a matter of the kind of entrepreneurial activity, but due to the lack of
regulation of the basic concepts and categories, it is difficult to determine the peculiarities of its
taxation at this time.

Decentralization of emissions — a feature that is not common to all cryptocurrencies. There
are several types of cryptocurrencies emissions: limited disposable; limited controlled; unlimited
controlled. In the first case, the entire volume of the corresponding cryptocurrency is issued
immediately (Ripple — 100 billion coins, NEM — 9 billion, Cardano — 45 billion). In the process
of functioning of these systems, in the future, their number does not change, the growth of coins
does not occur, which is embodied in the concept of these cryptocurrencies. Limited controlled
emissions were the first, and now under this scheme the emission of an overwhelming amount of
cryptocurrency is carried out. New coins in this case come in turn gradually, and their total number
can not exceed a certain threshold (BitCoin — 21 million coins, LiteCoin — 84 million, DASH —
19.8 million, etc.). Limitation of volume and control over emissions significantly affect the
exchange rate. Typically, coins with this type of issue are turnedover through mining. Unrestricted
controlled emissions are inherent in such cryptic currencies as Ethereum, Dogecoin. These systems
are characterized by fast transactions [18; 19].

Conclusions. Thus, currently, cryptocurrencies transactions are not limited to the physical
boundaries of one state, therefore their regulation should take place simultaneously with the
provisons of the law of the countries in which the participants of transactions are located. Signs
inherent for all cryptocurrencies are: open source code software; the exchange rate is crippled by
demand and supply; irreversible nature of transactions; open access to transaction information;
anonymity of payment participants; saving information about transactions for a long time; P2P-
nature of transactions; openness to other payment systems). With regard to the benefits of limited
controlled emission of cryptocurrencies, they consist of: a) the gradual appearance of coins, which,
combined with a constant increase in the complexity of the estate, contributes to the growth of their
course; b) through the application of requlatory instruments and the limitation of the final volume of
coins, the demand and supply are at the same level or the first exceeds the latter; c) Coins with this
method of emission are prone to deflation.
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