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RISK-ORIENTED APPROACH  

IN THE PRIMARY FINANCIAL MONITORING BY BANKS 
Abstract. The ongoing changes in the legal regulations for banks to conduct financial 

monitoring make the research on the risk-oriented approach implementation in the Ukrainian 
banking sector relevant. The declining share of information bearing the signs of internal financial 
monitoring in the total amount of information provided by banks highlights the need to further 
improve the methods used to assess suspicious financial transactions conducted by banks and the 
risks associated with them, given the effectiveness of their detection and depth of consequences. 
The article is aimed to improve the risk-oriented approach in the primary financial monitoring by 
banks through the substantiated elements composing the system of significant risks associated with 
money laundering and terrorist financing. While substantiating the elements composing the system 
of significant risks associated with money laundering and terrorist financing, it is crucial to consider 
the international risk management standards based on the assessment of threats, vulnerability to 
threats and their consequences for the bank and national security at all levels. Implementing the 
following steps: threat identification considering the type and jurisdiction of customers and types of 
financial transactions and channels for their implementation, justification of banks’ vulnerability to 
middle and high level threats, significant consequences of money laundering and terrorist financing 
risks allowed presenting in detail the areas of interest for the bank risk management. The research 
determined financial transactions subject to the recommendation to use high, increased and 
traditional prudence while identifying and verifying transactions. The proposed banks’ prudence 
areas built in reliance on the analysis of the legal framework for combating money laundering and 
terrorist financing, statistics provided by the State Financial Monitoring Service and the NBU allow 
banking institutions to focus on the risks posed by money laundering and terrorist financing, which 
have a significant impact on their activities. Further research should focus on forming a 
mathematical tool for assessing the bank’s risks in the financial monitoring of money laundering 
and terrorist financing. 

Keywords: risk, bank, financial monitoring, money laundering, terrorist financing. 
Formulas: 1; fig.: 5;tabl.: 3; bibl.: 20. 
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РИЗИК-ОРІЄНТОВАНИЙ ПІДХІД  
У ПЕРВИННОМУ ФІНАНСОВОМУ МОНІТОРИНГУ БАНКІВ 

Анотація. З огляду на зміни законодавчих підстав для проведення банками 
фінансового моніторингу актуальності набувають дослідження проблематики впровадження 
ризик-орієнтованого підходу в банківському секторі України. Тенденція зменшення частки 
інформації з ознаками внутрішнього фінансового моніторингу в загальній кількості поданої 
банками інформації свідчить про потребу подальшого вдосконалення методів оцінки 
підозрілих фінансових операцій банків та ризиків, пов’язаних із ними, ураховуючи 
результативність їх виявлення та глибину наслідків. Метою роботи є удосконалення ризик-
орієнтованого підходу в первинному фінансовому моніторингу банків через обґрунтування 
елементів системи суттєвих ризиків відмивання капіталу та фінансування тероризму. 

Обґрунтування елементів системи суттєвих ризиків відмивання капіталу і 
фінансування тероризму ґрунтується на міжнародних стандартах ризик-менеджменту, 
виходячи з оцінки загроз, уразливості до загроз і їхніх наслідків для банку та національної 
безпеки всіх рівнів. У результаті реалізації кроків: визначення загроз у розрізі типу та 
юрисдикцією клієнтіві видами фінансових операцій та каналів їх реалізації обґрунтування 
вразливості банків до загроз середнього та високого рівня, значних наслідків ризиків 
відмивання капіталу та фінансування тероризму, деталізовано зони особливої уваги 
банківського ризик-менеджменту. Установлено фінансові операції, для яких рекомендовано 
застосування високої, підвищеної та традиційної обачності в ідентифікації та верифікації 
операцій. Пропоновані зони обачності банків, сформовані на основі аналізу законодавчої 
бази з протидії відмивання капіталу та фінансування тероризму, статистики Державної 
служби фінансового моніторингу та НБУ, уможливлюють акцентування уваги банківських 
установ на ризиках відмивання капіталу і фінансування тероризму, які мають суттєвий вплив 
на їхню діяльність. Перспективою подальших досліджень має стати формування 
математичного апарату для оцінки ризиків банку у фінансовому моніторингу фактів 
відмивання капіталу та фінансування тероризму. 

Ключові слова: ризик, банк, фінансовий моніторинг, відмивання капіталу, 
фінансування тероризму. 

Формул: 1; рис.: 5; табл.: 3; бібл.: 20. 
 

Introduction. The issue of combating money laundering (anti-money laundering)/terrorist 
financing (ML/TF) is recognized worldwide. Its solution is based on implementing the 
recommendations provided by the Financial Action Task Force on Money Laundering (FATF) in 
the domestic practice [1]. 

Banking institutions credited as primary financial monitoring subjects (PFMS) are 
empowered to identify financial transactions bearing ML/TF signs and report on them to the state 
financial monitoring subjects. At the same time, the Basel Committee’s recommendations on the 
ML/TF risk management [2] lay an emphasis on the fact that banks’ neglect of a high-quality and 
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effective ML/TF risk management system exposes them to negative consequences due to 
reputational, operational, compliance and concentration risks, which may lead to significant 
financial costs met by the bank. Changes in the legal regulations for banks to conduct financial 
monitoring, represented in the Resolution adopted by the Board of the National Bank No.65 as of 
19/05/2020 [3], highlight the need for further research on the risk-oriented approach 
implementation in the Ukrainian banking sector.  

Research analysis and task assignment. ML/TF risks in the banking sector belong to the 
sectoral risks of the national system governed by laws and regulations. The FATF Guidance for a 
Risk-Based Approach for the Banking Sector [4] establishes its binding nature and provides basic 
principles and implementation examples on a country-by-country basis. In particular, it is suggested 
to substantiate the factor analysis in determining the ML/TF risk through banks relying upon the 
assessment of the geographical activity area and customer database, structure and type of bank 
customers, structure of products and services, channels for their provision by financial institutions, 
which are divided into high, middle and low risks. 

The domestic regulatory framework for combating ML/TF using banks comprises the 
provisions set out in the Law of Ukraine «On the National Bank of Ukraine» (Articles 7, 15, 55, 56) 
[5], the Law of Ukraine «On Banks and Banking» (Article 63) [6], the Law of Ukraine «On 
Prevention and Counteraction to Legalization (Laundering) of Proceeds from Crime, Terrorist 
Financing and Financing the Proliferation of Mass Destruction Weapons» [7] and the Resolution 
adopted by the Board of the National Bank «On Approval of the Regulations on Financial 
Monitoring by Banks» [3; 20]. 

In recent years, the risk-oriented approach to financial monitoring in the banking sector has 
been considered in the scientific literature by the following scientists: Zh. Andrijchenko and  
N. Vnukova [8], O. Ghlushhenko and I. Semeghen [9], S. Jeghorycheva [10], O. Kolodiziev,  
O. Lebidj, O. Vejc [11], B. Samorodov [12], O. Utkina [13, 14]. 

While positively noting the domestic scientists’ work, as well as the statistics provided in the 
report by the State Financial Monitoring Service of Ukraine [15] concerning the increased amount 
of information from banks on financial transactions showing the financial monitoring signs, the 
declining share of information bearing the signs of internal financial monitoring in the total amount 
of information provided by banks highlights the need to further improve the methods used to assess 
suspicious financial transactions conducted by banks and the risks associated with them, given the 
effectiveness of their detection and depth of consequences. 

The article is aimed to improve the risk-oriented approach in the primary financial 
monitoring by banks through the substantiated elements composing the system of significant risks 
associated with ML/TF. 

Research results.The methodology used to assess the risks of money laundering and 
terrorist financing in Ukraine [16; 19] at a nationwide scale is based on the international risk 
management standards. The probable negative events (risks) are determined with respect to the 
assessment of threats, vulnerability to threats and their consequences. 

Applying these provisions to the ML/TF risks using banks allows defining the sectoral risk 
function as follows: 

 
Rб=f[(Tб),(Vб)]ꞏC, 

where Rб — the ML/TF risk function using banks;  
Tб — the identified ML/TF threats using banks;  
Vб — the identified vulnerability to threats;  
C — the level of negative consequences caused by threats and vulnerabilities of the bank. 
The first step in determining the ML/TF risk through banking institutions should be the 

threat identification. It is proposed to consider the type and jurisdiction of customers and types of 
financial transactions and channels for their implementation during such an assessment. 

The Law of Ukraine «On Prevention and Counteraction to Legalization (Laundering) of 
Proceeds from Crime, Terrorist Financing and Financing the Proliferation of Mass Destruction 
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Weapons» establishes an unacceptable risk for transactions in which it is impossible to identify 
and/or verify the transaction participant, identify the participants’ ultimate beneficial owners, 
unreliable information submitted by customers, the existing reasonable suspicions/grounds 
testifying to the fact of accomplishing the ML/TF transactions by customers, their affiliation to 
«shell companies», and if the bank with which the correspondent relationship is established is a 
shell bank and/or maintains correspondent relations with a shell bank [7]. Provided the above 
circumstances exist, the assets involved in the transaction are blocked and the bank must abandon it.  

High-risk zones include four types of threshold financial transactions, which are subject to 
mandatory monitoring: transactions performed by PEPs (РЕР — Politically Exposed Person), their 
family members and/or persons related to a politically exposed person; transfers abroad, including 
offshore zones; cash transactions; transactions where the participant/bank is from a country that fails 
to comply with the FATF recommendations if the transaction amount is equal to or exceeds UAH 400 
thous. (UAH 30 thous. for business entities that provide services in the field of lotteries and/or 
gambling) [7]. Article 5 of the Law of Ukraine «On Prevention and Counteraction to Legalization 
(Laundering) of Proceeds from Crime, Terrorist Financing and Financing the Proliferation of Mass 
Destruction Weapons» also defines a high risk for transactions with: foreign financial institutions; 
foreign politically exposed persons and members of their families; customers subject to sanctions and 
customers whose place of residence (stay, registration) is a state enlisted as an offshore zone [7]. 
According to the Resolution adopted by the Board of the National Bank «On Approval of the 
Regulations on Financial Monitoring by Banks» the high-risk zone also applies to: transactions 
performed by customers operating with virtual assets; customers in respect of whom the bank suspects 
ML/TF transactions, committing other crimes or their affiliation to shell companies [3]. The existence 
of such bank’s transactions requires enhanced identification and verification. 

Annex 19 to the Regulations on Financial Monitoring by Banks specifies risky types of 
customers that fall into the middle risk category: based on the commercial or personal activities 
performed by the customer or its UBOs (ultimate beneficial owners) when cash settlements 
predominate in the activities, in particular, the transactions associated with a high corruption risk; 
the term and legal form of establishment, complicated customer’s ownership structure; the 
reputation of the customer or its UBOs; citizenship, registration, location, business activities of the 
customer, its UBOs and the customer’s key counterparties in the countries where the ML/TF 
combating regimes are poor or countries characterized by an increased corruption risk [3].The 
existence of such bank’s transactions also requires enhanced identification and verification and an 
effective system of internal risk management. 

The low-risk zone includes transactions performed by companies that effect simple 
transactions and individuals who are not suspected of ML/TF. Minimum requirements for 
identification and verification apply to such transactions. 

The minimum risk zone is associated with financial transactions involving public 
authorities, diplomatic missions of foreign countries, public legal entities with shares listed on 
internationally recognized exchanges, persons who have accounts for wages and social benefits, 
housing and utilities infrastructure. 

Identification of bank threats in the two-dimensional plane «type of transaction 
participant/nature of banking products, services and their supply channels» requires to consider the 
volume of risky transactions addressed in Annex 19 to the Regulations on Financial Monitoring by 
Banks as those including: private banking services, obtaining loans secured by financial tools or 
other bank guarantees, customer’s use of asset management services, complexity of a transaction 
due to its multi-stage nature, anonymity and presence of numerous participants, cash transactions, 
international transfers, e-commerce [3].  

In our opinion, cash transactions should be included in the high-risk zone. Thus, the State 
Financial Monitoring Service emphasizes that «cash used as the main facilitator (a tool that 
facilitates achievement of a goal) in the money laundering cycle is a problematic issue, the 
relevance of which is monitored at both levels — highly developed countries and developing 
countries» [17]. According to the NBU, in recent years the amount of cash transactions through the 
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Table 1 
Risk zones formed by the nature of banking products, services and their supply channels 
Risk zone Transaction characteristics 

Unacceptable risk Any transaction in any amount based on the customer’s features listed in [3; 7] 
High risk  Any transactions in the amount over UAH 400 thous. or transactions in the amount of UAH 30 

thous. andmore up to UAH 399.999 thous. regarding: cash withdrawals from customers’ accounts; 
acceptance of cash for transfer or transfer payments without opening an account; transactions using 
electronic means, with securities 

Middle risk  Any transactions in the amount of UAH 30 thous. and more up to UAH 399.999 thous. or: servicing 
deposit and credit accounts, renting out an individual safe without a list of values 

Low risk Transactions up to UAH 30 thous. including currency exchange and cash transactions and transfers 
Minimum risk Transactions in the amount of up to UAH 5 thous. or maintaining accounts for social/pension 

payments, payments of wages, payments of fines and taxes by customers  
 

Further we will form a threat matrix according to the given risk parameters for the customer 
type and the nature of banking services/transactions (Fig. 3). 

 

 
Fig. 3. Bank’s threat zones in the field of financial monitoring associated with ML/TF  
Source: formed by the author. 
 
It can be stated that the unacceptable risk and part of the high risk shall be subject to 

mandatory financial monitoring as it follows from the features of unacceptable risk customers and 
threshold transactions. At the same time, internal financial monitoring includes a number of middle 
and high threats detected by the bank. 

As can be seen from the report produced by the State Financial Monitoring Service of 
Ukraine [15] (Table 2), the share of identified financial transactions bearing the signs of internal 
financial monitoring was 41.56% in total in 2005, and it amounted to only 2.55% in 2018.  Such a 
state of affairs may testify to the vulnerability of the banking system to the ML/TF risk if put 
beyond the established mandatory norms. 

Table 2 
Structure of PFMS’ financial transactions registered by the State Financial Monitoring Service, % 

Financial transactions/year 2005 2006 2007 2008 2009 2010 2011 
Share of financial transactions bearing the signs of 
mandatory financial monitoring 55.43 61.96 67.94 72.89 74.24 70.08 43.12 

Share of financial transactions bearing the signs of 
internal financial monitoring 41.66 35.49 30.74 26.24 25.00 28.62 37.81 

Share of financial transactions bearing the signs of 
mandatory and internal financial monitoring 2.91 2.55 1.32 0.87 0.76 0.78 0.37 

Share of financial transactions bearing tracking features - - - - - 0.52 18.70 
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Table 2 (continued) 
Financial transactions/year 2012 2013 2014 2015 2016 2017 2018 

Share of financial transactions bearing the signs of 
mandatory financial monitoring 64.16 66.56 60.61 88.91 93.76 95.24 96.93 

Share of financial transactions bearing the signs of 
internal financial monitoring 28.7 31.86 38.10 9.35 4.99 3.72 2.55 

Share of financial transactions bearing the signs of 
mandatory and internal financial monitoring 0.71 0.87 0.90 1.39 1.25 0.94 0.52 

Share of financial transactions bearing tracking features 6.43 0.71 0.39 0.35 - 0.10 - 
Source: formed according to the State Financial Monitoring Service of Ukraine [15]. 
 
Vulnerabilities of banking institutions were identified with reference to the analyzed 

statistics on the revealed violations due to non-compliance with the financial monitoring 
requirements by domestic banks for the period of 2018 – 5 month of 2020 published by the NBU 
[18] (Fig. 4).  

 

 
 

Fig. 4. The number of revealed violations due to non-compliance with the financial monitoring 
requirements by domestic banks for the period of 2018 — 5 month of 2020  

Source: formed according to the NBU [18]. 
 
As expected above, high vulnerability zones for banks include violations of transactions 

bearing the signs of internal or internal and mandatory monitoring. Accordingly, the vulnerability is 
high if the bank applies imperfect systems and procedures to identifying and verifying customers 
and financial transactions, in particular, when the bank’s internal monitoring fails to detect the 
mandatory monitoring signs, threshold transactions and take the appropriate measures. 

The middle vulnerability zone includes organizational aspects of financial monitoring. That 
is, banks, even those with a well-established system applied to identify and verify customers and 
financial transactions, may be at ML/TF risk due to improper information and communication 
relations with the NBU and the authorized state financial monitoring body, failure to keep up with 
the updated legislation norms and the need for harmonizing the internal financial monitoring with 
regulatory changes. 

Only a few violations are associated with the bank’s disregard to refuse to serve customers in 
cases provided for by the financial monitoring legislation (unacceptable risk). Therefore, the low 
vulnerability zone should include threats related to the clearly statutory defined inability to identify 
and/or verify the transaction participant, identify the participants’ ultimate beneficial owners, unreliable 
information submitted by customers, the existing reasonable suspicions/grounds testifying to the fact of 
accomplishing the ML/TF transactions by customers, their affiliation to «shell companies», and if the 
bank with which the correspondent relationship is established is a shell bank [7]. 
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The bank’s vulnerability can be considered minimum if it applies an effective system to 
identifying and verifying customers and financial transactions and strictly adheres to the financial 
monitoring legislation rules. 

The ML/TF risk consequences (the third step of the risk-oriented approach) afford grounds 
for distinguishing the following groups: 

risks that have a significant impact on the national and international security. These include 
the unacceptable risk transactions and transactions performed by politically exposed persons 
(PEPs), their family members and/or related persons, participants/banks from a country that fails to 
comply with the FATF recommendations, which effect any transactions in the amount of UAH 400 
thous. and more; 

risks that lead to significant financial losses suffered by banks due to fines for violated 
transactions bearing the ML/TF signs detected by the State Financial Monitoring Service (Fig. 5a); 

risks that expose banks to reputational risks due to the use of written warnings for violated 
ML/TF transactions detected by the State Financial Monitoring Service (Fig. 5b). 

 

 
a) the number of fines 

 
b) the number of written warnings 

 

Fig. 5. The number of fines and written warnings for non-compliance with the financial monitoring 
requirements by domestic banks for the period of 2018 — 5 month of 2020  

Source: formed according to the NBU [18]. 
 

Thus, focusing on zones of middle and high threats, middle and high vulnerability of banks, 
significant consequences of the ML/TF risks makes it possible to present in detail the areas of 
interest for the bank risk management (Table 3). 
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The proposed banks’ prudence areas built in reliance on the analysis of the legal framework 
for combating ML/TF and the statistics provided by the State Financial Monitoring Service and the 
NBU allow banking institutions to focus on the risks posed by ML/TF, which have a significant 
impact on their activities. 

Table 3 
Areas of the banks’ interest during financial monitoring 

Bank’s 
prudence 

area 
Transactions recommended as subject to application 
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 Transactions performed by politically exposed persons (PEPs), their family members and/or related 
persons/participants/banks from a country that fails to comply with the recommendations provided by 
FATF/foreign financial institutions/foreign public persons and members of their families/customers 
subject to sanctions/customers whose place of residence (stay, registration) is the state enlisted as an 
offshore zone/customers operating with virtual assets/customers in respect of whom the bank suspects 
ML/TF transactions, committing other crimes or their affiliation to shell companies, for which the bank 
effects transactions amounting to UAH 400 thous. 
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Transactions performed by politically exposed persons (PEPs), their family members and/or related 
persons/participants/banks from a country that fails to comply with the recommendations provided by 
FATF/foreign financial institutions/foreign public persons and members of their families/customers 
subject to sanctions/customers whose place of residence (stay, registration) is the state enlisted as an 
offshore zone/customers operating with virtual assets/customers in respect of whom the bank suspects 
ML/TF transactions, committing other crimes or their affiliation to shell companies/companies or their 
UBOs whose activities are characterized by predominant cash settlements/associated with a high 
corruption risk/incorporated recently or with a complicated ownership structure/with a low 
reputation/with a citizenship, registration, location, business activities (as well as their key counterparties) 
in the countries where the ML/TF combating regimes are poor or countries characterized by an increased 
corruption risk, for which the bank effects transactions amounting to over UAH 30 thous. for servicing 
deposit and credit accounts/cash withdrawals from customers’ accounts; acceptance of cash for transfer or 
transfer payments without opening an account; transactions using electronic means, with securities/renting 
out an individual safe without a list of values 
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 Transactions performed by 
companies that effect simple 
transactions and individuals who 
are not suspected of ML/TF, for 
which the bank effects any 
transactions amounting to over 
UAH 400 thous. or transactions 
amounting to UAH 30 thous. 
and more up to UAH 399,999 
thous. regarding: cash 
withdrawals from customers’ 
accounts; acceptance of cash for 
transfer or transfer payments 
without opening an account; 
transactions using electronic 
means, with securities 

Transactions performed by politically exposed persons (PEPs), their 
family members and/or related persons/participants/banks from a 
country that fails to comply with the recommendations provided by 
FATF/foreign financial institutions/foreign public persons and members 
of their families/customers subject to sanctions/customers whose place 
of residence (stay, registration) is the state enlisted as an offshore 
zone/customers operating with virtual assets/customers in respect of 
whom the bank suspects ML/TF transactions, committing other crimes 
or their affiliation to shell companies/companies or their UBOs whose 
activities are characterized by predominant cash settlements/associated 
with a high corruption risk/incorporated recently or with a complicated 
ownership structure/with a low reputation/with a citizenship, 
registration, location, business activities (as well as their key 
counterparties) in the countries where the ML/TF combating regimes are 
poor or countries characterized by an increased corruption risk, for 
which the bank effects currency exchange and cash transactions and 
transfers up to UAH 30 thous.  

Source: compiled by the authors. 
 
Conclusions. The declining share of information bearing the signs of internal financial 

monitoring in the total amount of information provided by banks highlights the need to further 
improve the methods used to assess suspicious financial transactions conducted by banks and the 
risks associated with them, given the effectiveness of their detection and depth of consequences. 

While substantiating the elements composing the system of significant risks associated with 
ML/TF, it is crucial to consider the international risk management standards based on the 
assessment of threats, vulnerability to threats and their consequences for the bank and national 
security at all levels. Implementing the following steps: threat identification considering the type 
and jurisdiction of customers and types of financial transactions and channels for their 
implementation, justification of banks’ vulnerability to middle and high level threats, significant 
consequences of ML/TF risks allowed presenting in detail the areas of interest for the bank risk 
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management. The research determined financial transactions subject to the recommendation to use 
high, increased and traditional prudence while identifying and verifying transactions. 

The proposed banks’ prudence areas built in reliance on the analysis of the legal framework 
for combating ML/TF and the statistics provided by the State Financial Monitoring Service and the 
NBU allow banking institutions to focus on the risks posed by ML/TF, which have a significant 
impact on their activities. 

Further research should focus on forming a mathematical tool for assessing the bank’s risks 
in the financial monitoring of ML/TF. 
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