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FINANCIAL AND LEGAL REGULATION OF BLOCKCHANE TECHNOLOGY:
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Abstract. The essence of cryptocurrencies is considered and the definition of their legal
status is offered. The experience of some jurisdictions regarding the opportunities and threats of
using and regulating cryptocurrencies has been studied. The authors analyzed the cryptocurrency
market. The factors that led to the widespread use of cryptocurrency, which include financial
instability, significant currency fluctuations, limiting capital flows and inflation of the currency in
the country. The problem of information protection using blockchain technology, which is solved
by a combination of block design and cryptographic protection, is considered.

The capitalization of TOP cryptocurrencies for the last three years is analyzed, among which
the leading ones are Bitcoin (VTS), Ethereum (ETH), Tether (USDT) and others. Identified issues
that need to be addressed in the field of finance and legal regulation.

In the process of analyzing the experience of regulating cryptocurrency, we have found
similar and distinctive features in some jurisdictions. First, each country, in view of the great
potential of the blockchain technology, is trying in one way or another to create a favorable climate
for its development. Secondly, the use of cryptocurrency goods is rapidly developing, and their
impact on economic processes, both at the international and national levels is increasing, while
states are faced with the problem of adapting their tax legislation to the current challenges of the
digital economy, since the definition of the status of cryptocurrency does not directly lead to lack of
funds to the state budget from operations with these assets. Thirdly, today there are more than 2,000
cryptocurrencies is traded through various trading platforms — stock exchanges and can be used to
launder proceeds from crime. Thus, it is necessary to develop common standards for the regulation
of cryptocurrency and the requirements for such crypto exchange counterparts, through the
licensing of operations with cryptocurrencies. At the same time, the important question is what
government bodies should exercise such control.

Keywords: technology blockchain, cryptocurrency, virtual currency, legal regulation of
cryptocurrencies, state functions, cryptocurrencies taxation.
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®IHAHCOBO-ITPABOBE PETYJIIOBAHHSI TEXHOJIOT'TI BJIOKYEWH:
CTAH I IEPCIIEKTUBU BUKOPUCTAHHSA KPUIITOBAJIKOT

AHoOTaMiss. PO3JISIHYTO CYTHICTh KPUIITOBAJIIOT 1 3alpOIOHOBAHO BU3HAYEHHS iXHBOTO
MPaBOBOTO CTAaTyCy. BHBUEHO [OCBIA JCSKUX IOPUCAUKINNA 100 MOXKIMBOCTEH 1 3arpos
BUKOPHCTAHHS 1 peryyroBaHHs KpunToBaitoT. [IpoBeneHo aHami3 puHKY KpUNTOBAIOT. Bu3zHaueHo
dakTopH, SKi TMPHU3BEIM OO0 TONIMPCHHS BHUKOPHUCTAaHHS KPHUMNTOBAIIOT, JO SKUX BiTHECCHO
¢diHaHCOBY HecTaOlUIbHICTh, 3HAYHI BaJTIOTHI KOJMBAHHS, OOMEXKEHHS PyXy KamiTaly Ta 1HQISIio
HAI[IOHATBHOI BaMIOTH Yy KpaiHi. Po3risHyTo mpoOnemy 3axucTy iHQopMalii mpu BUKOPUCTAHHI
TEXHOJOr1l ONOKYeWH, $Ka BHPINIYEThCS 3aBISKH TOEAHAHHIO KOHCTPYIOBaHHS OJOKIB 1
KpUIITOTpaigHOTO 3aXHCTY.

[TpoanamizoBano kamitamizamito TOIl kpunroBamoT 3a OCTaHHI TPU POKH, CEpeld SKHX
nposigaumu € Bitcoin (BTC), Ethereum (ETH), Tether (USDT) Ta iamni. Busnaueno npo6iemu, siki
Tpeba po3B’s3aTu y cdepi GpiHAHCIB 1 MPABOBOTO PETYIIOBAHHS.

VY mporneci aHamizy JOCBiYy pEryJIIOBaHHS KPUITOBATIOT ACIKUMH FOPUCIUKIISAMU OyIu
3HaiIeHl cxoki Ta BiagMiHHI pucH. Ilo-mepie, KokHa KpaiHa, 3Ba)karo4M Ha BEJIUKHUMA MOTCHITIAT
TEXHOJIOT11 OJIOKYEIH, HAMaraeThCs B TOM UM 1HIIUHN CTIOCIO CTBOPHUTH CIPUATIUBUNA KIIMAT JIs i1
po3BuTKy. [lo-mpyre, BUKOpHUCTaHHS KPHIITOBATIOT CTPIMKO PO3BHBAETHCS, a iXHIM BIUIMB Ha
€KOHOMIYHI TMPOIECH SK HAa MDKHApPOJHOMY, TaK HAI[IOHAIBHOMY PIBHSIX — 30UIBIIYETHCS, TPH
IbOMY JEPKaBH 3IIMTOBXYIOTHCS 3 MPOOJIEMOIO ajanTallii CBOTO MOAAaTKOBOTO 3aKOHOABCTBA ITiJT
Cy4YacHi BUKJIMKH HHU(POBOI €KOHOMIKH, a/PKE€ HEBU3HAYCHICTh CTATYyCy KPUITOBAIIOT HAIPSIMY
BeJIC JI0 HEJJOOTPUMAHHS KOIITIB y OIOJKET KpaiHW BiJ| omeparlii 3 uMu aktuBamu. [lo-Tperte, Ha
CBOTOJTHI OLTBI SIK 2 TUCAYI KPUNITOBAIIOT, SIKUMH TOPTYIOTh Yepe3 pi3HI TOProBeIbHI MaiIaHIYNKH
— Oipxi, 1 MOXYTh OyTH BUKOPUCTaHI JJI BIIMHBAHHS KOIITIB, OTPUMAHUX 3JJOYMHHUM IUISIXOM.
Takum 9HMHOM, TIOTPIOHO PO3POOHMTH €JMHI CTAHIAPTH PETYJIOBAHHS KPUITOBAIIOT 1 BUMOTH JIO
TaKUX KPUNTOBATIOTHUX OIpK NUISXOM JIIIEH3YBaHHS ONepallii i3 kpunroBamotamu. [Ipu nmpomy
aKTyaJbHUM TTOCTA€E MUTAHHS PO TE, SIKI JepPKaBHI OpraHu MOBUHHI 3/IIMCHIOBATH TaKHK KOHTPOJIb.

Kniwouosi cnoea: TexHoyoris OJIOKYCWH, KPUNTOBAIIOTA, BIpTyaJlbHA BajlOTa, IMPABOBE
peTyIIIOBaHHS KPUTITOBATIOTH, (DYHKIIIT IepKaBH, OMOIATKyBaHHS KPUITTOBAIIOT.

®opmyr: 0; puc.: 0; Tadmn.: 1; 616:.: 23.

The problem statement. All countries of the world have, to a greater or lesser extent, faced
with the problem of determining the legal status of cryptocurrency, the establishment of their place
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in the system of settlements among the participants in economic turnover, the problem of taxation
and licensing of transactions with cryptocurrencies, the definition of state bodies that must monitor
cryptocurrencies in order to prevent their use them in illegal activities and money laundering.

Analysis of the last research and publications. Given the novelty of the financial
instrument of the cryptocurrency, we were interested in the problem of its legal status in the world.
At the same time, the views of prominent scholars on this issue are quite interesting and
controversial. It should be noted that many works by scientists are devoted to the purely technical
aspect of the use of the blockchain technology [1]. Another, Barrdear J., MacDonald T.J. devoted
their attention to the comparison of the blockchain technology in the context of its interaction with
the banking system [2; 3].

It should also be noted that, given the novelty of the instrument and its multifunctionality,
there is no unity in the definition of the concept of «cryptocurrency». Thus, in particular,
M. Abramovich under cryptocurrencies understands «the kind of digital currency issue, which
account requires the use of asymmetric encryption and cryptographic methods of protection» [4]. In
what, according to David Mills and Dong He, the legal nature of most of the digital assets built on
the blockchain technology is still unclear [5; 6].

Quite controversial thoughts on the cryptocurrency are expressed by some Nobel laureates.
Thus, in particular, Robert Schiller noted that Bitcoin is the best example of a soap bubble [7].
However, another well-known American economist and Nobel Prize laureate Milton Friedman,
before the cryptocurrency exist, said: «The only thing that is missing, but what will soon be — is a
reliable electronic money — a method by which you can buy something on the Internet or transfer
funds from user A to user B, and these users may not know each other at all» [8]. Also supports the
use of distributed registry technology, the Nobel Prize Winner Angus Ditton, which states that «the
problem of remittances lies in their high cost and inefficiency. In his view, thanks to the speed and
low cost of transactions in the bitcoin network of Third World countries, they can get a great deal of
money from cross-border money transfers» [9].

Despite the large number of discussions about the blockchain technology, we did not find
answers to the question of a single legal definition and legal status of cryptocurrency, their
regulation at the state and international levels. In particular, there is a large number of risks
associated with the operation of buying, selling, exchanging and converting into cryptocurrencies,
there remains the risk of possible misuse of such payment systems.

Purpose of the article. The purpose of the article is to reveal the features of financial and
legal regulation of blockchain technology, analysis of cryptocurrencies and prospects for their use.

Materials and methods of research. The task of determining the essence of blockchain
technology and cryptocurrencies was investigated using the historical method in order to assess the
state of modern legal regulation of these technologies.

The dialectical method has allowed uncovering the unity and contradictory nature of the
approaches of different legal jurisdictions to determine the status of cryptocurrency, their place in
the national legal system, and the possibility of taxing operations related to their application.
Thanks to the method of analysis and synthesis, the essence of the concept of «money» and its
comparison with the concepts of «cryptocurrency», «virtual currency», «digital currency».

System analysis, which is based on the principles of unity of logical and historical, made it
possible to conclude that the legal regulation of states in the field of cryptocurrencies is carried out
in four main areas: the definition of the legal status of cryptocurrencies, taxation of operations with
crypto currencies, licensing of activities of the company that carry out activities in the field
exchange of crypto-currency, counteraction to laundering of proceeds from crime through the use of
cryptocurrencies.

The formal legal method of the investigation made it possible to analyze the peculiarities of
the legal regulation of phenomena associated with the blockchain technology in different countries
of the world.

Results and discussions. Globalization processes, in their positive and negative attitudes,
have largely influenced a number of global, geopolitical, regional and state financial crises, which
in turn led representatives of different social classes to seek alternatives to store and augmenting
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funds [2]. At the same time, more and more individuals and entrepreneurs in different countries
recognize the effectiveness of using cryptocurrency. Indicative is the fact that in many developing
countries, cryptocurrencies are in great demand. Thus, in spite of the lack of official legalization in
Ukraine, at the beginning of 2017, this country was recognized as one of the world leaders using
cryptocurrency as a whole. A similar situation is observed in Argentina.

So what is a blockchain? Under the blockchain is a distributed database (register), that is,
one that is stored and synchronized, in full or in part (at a minimum, record a large number of recent
transactions) for each member of this network. The peculiarity of this technology is that the
information stored is at the same time in all participants in the system. The presence or absence of
any other information about the user in the database does not affect the operation of the system —
so blockchain can be anonymous, that is, only include addresses of participants (their «wallets»).

Another important issue to be addressed for the practical application of this technology is
the problem of information security, which was solved by combining block design and
cryptographic protection. In this case, the use of cryptographic protection became possible due to
the «defeat» of the state to restrict the use of cryptography in the scientific and technical life of
society, in the so-called «crypt-warsy» that took place in the United States in the early 1990’s, which
in turn led to a general weakening of state regulation in the field of export of technologies that used
cryptography.

The most commonly used implementation of the blockchain technology is the Bitcoin
cryptographic database and is steadily increasing. Thus, decentralized databases are economically
unprofitable to store bulky databases or files. Distributed registry is not effective as a «cloud» data
warehouse, but as a consistent and consistent story of transactions in the network, where none of the
participants trusts others. Given that Bitcoin was the first protocol created on the basis of the
blockchain technology, it is often used in popular literature and mass media as synonyms. At the
same time, according to statistics, over the past few years, the capitalization of the cryptocurrency
market has grown significantly and at the beginning of 2021 amounted to more than 1 trillion.
dollars USA, bitcoin dominates — 62,9% [10].

Among the most popular cryptocurrencies in the world, the leaders in the growth are
Bitcoin, Ethereum, Tether, Cardano, Litecoin, Bitcoin Cash and other — they own about 80% of
total capitalization (7able).

Table
Capitalization of TOP cryptocurrencies, at the beginning of the year

Number
Name Marke.t c‘apitalization, Volume of. currency trading, of c{z)lr:::zll:ecnocgl;;mts
billion USD million USD N .
of the cryptocurrency in circulation
and on the market, mln
2019 2020 2021 2019 2020 2021 2021

Bitcoin (BTC) 67,64 133,45 | 607,9 | 5242,1 | 19763,7 | 64481,0 18,61
Ethereum (ETH) 16,35 14,61 | 88,91 | 34252 | 81753 | 16288,7 114,47
Tether (USDT) 1,89 4,12 21,33 | 4199,7 | 22841,7 |112818,4 26341,14
XRP (XRP) 93,78 15,17 | 10,23 | 2827,2 542,8 | 4794,8 45404,03
Cardano (ADA) 1,14 0,84 5,66 21,0 21,7 12442 11515,98
Chainlink (LINK) 0,11 1,65 4,84 1,4 406,6 | 1380,7 404,01
Litecoin (LTC) 1,84 2,69 11,61 | 346,6 | 32248 | 152144 66,38
Bitcoin Cash (BCH) 391 3,76 6,38 2472 1450,2 | 34104 18,64
Stellar (XLM) 2,19 0,90 2,95 102,1 160,6 504,4 6932,70
Binance Coin (BNB) 0,78 2,04 5,47 28,3 168,0 410,9 154,53
USD Coin (USDC) 0,26 0,52 3,97 17,9 332,8 975,6 5806,33
Dogecoin (DOGE) 0,28 0,25 1,27 18,6 64,2 2060,4 128164,32
Decentraland (MANA) 0,22 0,05 0,12 243 2,9 22,9 1534,04
Bancor (BNT) 0,16 0,04 0,13 7,7 1,0 29,1 117,57
Matic Network (MATIC) - 0,04 0,09 - 35,1 9,3 4877,83

Note: compiled by the authors for [10].
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In the analysis of analytical studies conducted by specialists in the field of finance and legal
regulation, despite the minimal influence of the state on the regulation of such social relations, there
are a number of problems that need to be addressed, namely [11]:

1. Blockchain is a new technology, which is designed to solve some problems
technologically, not legally, such as the problem of double debiting, execution of smart contracts,
etc. Such actions become impossible due to asymmetric encryption and block chains. It is profitable
economically, because there is a significant reduction in costs.

2. When using blockchain, a cross-border exchange of data is possible, affecting another
urgent problem — extra-territoriality (see Case US v. Liberty Reserve S.A.).

3. So far, there are no recognized practices of regulation of blockchain and cryptocurrency
in the world in view of the need for their comprehensive regulation of legal norms in various areas
of law (civil, economic, monetary, financial, securities regulation, etc.).

In view of the above, there is a need for the following: the definitin of the legal status of
cryptocurrencies; the establishment of a place of cryptocurrency in the system of settlements among
the participants in economic turnover, the need for taxation of transactions associated with
cryptocurrency; the problem of licensing operations with cryptocurrencies and the definition of state
bodies that must control cryptocurrencies in order to prevent their use in illegal activities, in
particular terrorist financing, and laundering of proceeds from crime.

For today, the discussion among scholars about the legal nature of cryptocurrencies is not
overlooked: they are defined both as money and as a means of exchange or calculation, different
from money, and as money surrogates, and even as commodities [5; 6].

So the question arises whether decentralized cryptocurrencies are money? If we analyze the
functions of cryptocurrency in terms of the above criteria, then we can conclude that
cryptocurrencies have the same functions as ordinary money. They can be used as a universal
means of exchange and payment. At the same time, today more and more participants in economic
turnover use digital currency.

Like traditional money, cryptocurrencies can act as a means of accumulation, envisaging the
possibility of their real use in the future. Despite the fact that the high volatility of cryptocurrencies
makes them quite risky means of accumulation, but in principle this possibility is not excluded.

If you evaluate a cryptocurrency in terms of value, then it primarily consists in determining
the value of all goods by setting prices for them in certain monetary units. In this case, the value
expressed in money — is the price, and when the price is established, the ratio of the values of
various products (expressed in identical units) is established, which can result in such goods being
comparable and exchanged. Given this definition of the measure of value, one can safely assert that
the cost of any goods, services, or works can be expressed in cryptocurrency. Given the above, the
question arises as to how the definition of the status of cryptocurrency is in a particular of a
different country? It should be noted that neither in scientific circles nor at the level of governments
of different states there is unity as to which category cryptocurrency should be considered.

Representatives of the Bank of England in their report used the term «digital currency»,
while noting that it is not very accurate and may cause some misunderstanding [2]. The Department
of the Treasury of Financial Crime in the US network has identified virtual currency as a currency
exchange tool that acts as a currency in some environments, but has no generally accepted signs of
the true currency. In particular, the virtual currency does not have the status of legal means of
payment in any jurisdiction of the world. The National Bank of Ukraine, in a joint statement of
financial regulators on the status of cryptocurrencies in Ukraine, noted that the complex legal nature
of cryptocurrencies does not allow them to be recognized either by money, currency or payment
instrument of another country, or currency value, or electronic money, or securities, or monetary a
surrogate [12]. At the same time, participants in the G20 summit, held in Buenos Aires on March
19—20, 2018, generally refused to use the term cryptocurrency, replacing it with crypto-assets,
which explicitly emphasized: there are no cryptographic assets key attributes of sovereign
currencies.
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At the same time, Britain is one of the leaders in cryptocurrency integration, as well as one
of the most favorable and convenient jurisdictions for conducting cryptocurrency business.
Cryptocurrencies was classified as «private money». In essence, cryptocurrency is in the gray zone
(legal vacuum). However, the Treasury of the United Kingdom in 2014 initiated a request for
information on electronic money, the purpose of which was to obtain information from the
government on the barriers for using cryptocurrencies by business entities and their prospects for
future use. Having received more than 120 responses, the Government agreed with the views of the
Central Bank and the majority of the participants in this dialogue that the use of digital currencies
represents minimal risks for financial stability and the UK monetary system.

In 2014, the Financial Conduct Authority of the United Kingdom (FCA) confirmed that
Bitcoin is not a currency and no money, so cryptocurrency cannot in any way be regulated by UK
financial legislation. As of April 2018, the FCA stated that, along with the Bank of England and the
British Treasury, they are working on a document on cryptocurrency. At the same time, the Office
noted that cryptocurrency is a region of increased interest for markets and regulators around the
world [13].

The determining factor is the fact that in April 2016, the management of the first
cryptocurrency company Circle was registered. Thanks to this, she agreed to cooperate with the
Barclays Bank, which was essentially the first precedent for the joint work of a large banking
institution and a cryptocurrency company. It was also important to resolve the issue of taxation of
transactions related to cryptocurrencies. In 2014, the Tax and Customs Office issued an appropriate
document stating that the operations of mining and crypto exchange on any other currency are not
subject to value added tax. However, if goods or services have been sold for cryptocurrencies, then
such transactions are subject to VAT. In this case, the value of goods or services subject to VAT,
must correspond to the value of cryptocurrency in pounds sterling at the time of such an operation.
In addition, this document noted that the income of business entities may be taxed on capital gains,
as well as corporate and income tax.

Also, it should be noted that the European Union is actively conducting research on issues
related to cryptocurrencies. However, despite numerous statements and reports from various
government organizations, including the European Central Bank, the European Commission, the
European Parliament, none of the EU regulatory authorities has adopted specific regulations on
cryptocurrency activities. At the same time, in early 2016, the European Commission announced its
intentions for tighter regulation of crypto-exchange platforms and companies representing
cryptocurrency wallets. Emphasizing, therefore, that such companies should apply the «know-your-
customer» rule introduced by the 4th Money Laundering Directive and exchange transactions
involving exchange of cryptocurrencies in other currencies, including fiat money [14]. In the
framework of this plan, in July of that year, the European Commission proposed to adopt a directive
obliging cryptocurrency exchanges and cryptocurrency vendors to comply with the requirements of
the Directive on the prevention of the use of the financial system for the purpose of money
laundering and terrorist financing. It was proposed to introduce compulsory registration or licensing
of cryptocurrency exchanges that exchange cryptocurrency on fiat money and vice versa, as well as
cryptocurrency purse providers. At the same time, instead of the term «cryptocurrency», the term
«virtual currency» was proposed and its definition as a means of payment. In addition, the draft
Directive provided for the creation of a central database of information on users of digital
currencies.

As a consequence of such proposals in October 2016, the ECB noted that [15]:

- cryptocurrency exchanges that exchange virtual currencies on fiat money, as well as
providers of cryptocurrency purses are subject to mandatory registration and licensing;

- noted that virtual currencies are not money in terms of EU legal acts;

- pointed to the imperfection of the definition of the term «cryptocurrency» as a virtual
currency and the means of payment, according to the regulator, cryptocurrency — a means of
exchange;
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- noted that widespread use of cryptocurrencies could undermine the ability of central banks
to adequately control the circulation of money in the economy.

The question of taxation of cryptocurrency transactions was partially settled in the case of
Hedqvist v. Sweden, Case C-264/14 of the European Court, in which the court noted that
transactions with Bitcoin and other virtual currencies in the European Union should not be subject
to value added tax. Such a court decision equates virtual currencies to traditional currencies in terms
of taxation. According to the court ruling, operations on exchanging traditional currencies at Bitcoin
should be free of value added tax, as the EU rules prohibit the collection of such a tax on currency
exchange transactions, banknotes and coins.

The experience of the United States of America in relation to the issue is also of interest.
The specificity of the United States is that, firstly, it is an Anglo-Saxon family system and in the
territory of this state plays a significant role in the judicial precedent, while the second legal system
of this state consists of two levels: federal and state law. Thus, different authorities, differently
approach to the definition of the legal statute of cryptocurrencies.

As noted by the specifics of the legal system of the United States, it is two-level. At the
federal level, the Internal Revenue Service (hereinafter - the Internal Revenue Service), the FinCEN
Department of Securities, the Securities and Exchange Commission (SEC), and the Commodity
Futures Trading Commission (CFTC) are involved in regulating cryptocurrencies transactions.

In 2013, FinCEN has identified virtual currency as a currency exchange medium that acts as
a currency in some environments, but does not have commonly accepted features of the real
currency. In particular, the virtual currency does not have the status of legal means of payment in
any jurisdiction of the world. The regulator also determined that companies that provide services for
the transfer, sale or exchange of the digital currency should be registered as Money Transmitters
[16]. Such companies should operate directly within the framework of the current legislation on the
prevention of money laundering and money laundering, and apply the «know-your-customer» rule,
first of all to identify the identity of the user, and must keep a register of such users for carrying out
further operations with them.

Despite the definition by the Department of Treasury of Financial Crimes — the virtual
currency as a means of exchange, another regulatory body — the Trade Commission on
Commodity Futures (CFTC) has equated the cryptic currency with goods, thus Bitcoin and other
cryptocurrencies must be regulated by the Law on Commodity Exchange. In December 2017, this
commission officially allowed the start of trading in futures on Bitcoin.

Another regulator The Securities and Exchange Commission (SEC) regards cryptocurrency
as a digital value embodiment that is distributed in a digital form and can be used as a means of
accounting, exchange, or accumulation and is not controlled by any central bank. However, in 2017,
the Commission stated that tokens could be recognized as securities in the presence of appropriate
conditions (for example, the provision of voting rights, shares in the company, promise of profit,
etc.). Howey Test, Family Resemblance Test, Capital Risk Test, and some other, additional tests are
used to determine whether a token is a security (so-called Equity Tokens) [14]. In this case, the
regulator stated that such currencies as Bitcoin and Etherium are not securities, but are commodities
and subject to CFTC regulation.

There is no unity in determining the status of cryptocurrency and among representatives of
the judicial branch, because, as noted above, an important role is played by the precedent in the
United States.

Regarding regulation cryptocurrencies at the state level, California was the first state
authorized to use cryptocurrency, and the 39th governor of this state, Jerry Brown, signed Act
Ne 129, which gave Bitcoin and other cryptocurrencies the official status of money. The law
allowed any corporation, association, or private person in California to engage in a turnover of
money other than the legal funds of the United States.

In Washington DC, the digital currency is a Money Transmission object within the meaning
of the Uniform Money Services Act [6]. This means that companies can perform cryptocurrency
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transfers to a Washington resident only after obtaining the Washington money transfer operator
license (Washington Money Transmitter License).

Tax issues in the United States are dealt with by the US Internal Revenue Service. In early
2014, this service published explanations on transactions with cryptocurrencies that are subject to
taxation, in particular [17]:

- wages paid to employees using the virtual currency are taxed on the employee, must be
submitted by the employer in the form of W-2 and taxed on the maintenance and accrual of taxes on
federal income tax;

- the nature of the profit or loss from the sale or exchange of a virtual currency depends on
whether the virtual currency is the main asset of the taxpayer;

- a payment made using a virtual currency is subject to informational reporting to the same
extent as any other payment made in respect of ownership.

The tax service, like the SEC, has defined the cryptocurrency as a digital value embodiment,
which is distributed in digital form and can be used as a means of accounting, exchange, or
accumulation.

At the end of 2017, President Donald Trump signed a new law according to which all
agreements with cryptocurrencies will be taxed. That is, operations with cryptocurrencies will be
taxed on profit and sales tax.

One of the modern leaders in the regulation of cryptocurrencies is Japan. The need for
regulation of cryptocurrencies The Japanese authorities realized after the bankruptcy in 2014 of one
of the largest crypto-currency exchanges in the world MtGox. After this case, the Japanese
authorities set up an investigative commission on what was happening, and also noted that Bitcoin
was not a currency, but transactions with subsequent profit should be subject to taxation [18]. In
connection with the intention of further regulatory legal regulation of this sphere of legal relations,
the Commission on the Digital Assets of Japan was established, its activities aimed at protecting the
cryptocurrency business, and the feature is that it was created with the support of the state, but at the
same time is a non-governmental organization. In essence, the Commission is a body that is self-
regulating and created primarily by representatives of the cryptocurrencies industry.

In one of its first instructions, the Digital Assets Commission recommended that companies,
when opening exchanges and trading platforms, file a special application for them, and take
appropriate measures on financial monitoring issues, in particular complying with the «Know your
Customer» policy and measures on security [19].

As a result, in 2016, the Japanese parliament passed a law that defined the main areas of
legal regulation of the cryptocurrencies sphere:

- operators of the cryptocurrency exchanges are subject to registration at the Financial
Services Agency (FSA);

- the regulator is empowered to carry out stock inspections and, if necessary, may apply
administrative measures;

- cryptocurrencies recognized asset-like values.

The Government of Japan in 2017 approved the amendments to the Banking Act and
officially recognized Bitcoin as a means of payment [20].

The issue of taxation of transactions with cryptocurrencies in Japan is carried out in
accordance with the general rules — the income received by an individual in cryptocurrencies, is
subject to tax on income (Income Tax); corporate income in the digital currency is taxed on
corporate income (Corporate Tax); The sale of cryptographic goods is taxed by the Japanese
equivalent of VAT (Consumption Tax) [21].

Ukraine is among the Top 10 countries by number of Bitcoin users. In addition, the largest
bitcoin agency Kuna, is operating in the CIS, as well as the use of decentralized blockchain
technology in a number of state projects, in particular: e-Auction 3.0, e-Vox, E-Ukraine.

However, today the question of the legal status of cryptocurrencies, their legality, ownership
of them, as well as the regulation of operations related to their activities are in the gray zone and are
still not resolved. The first attempt made by the state regulators in the person of the National Bank
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of Ukraine (NBU) was the clarification of this regulator regarding the lawful use of Bitcoin’s
«virtual currency / cryptocurrency» in Ukraine, in which the regulator recognized Bitcoin as a
money surrogate [22]. The same position was confirmed by the representatives of the State Fiscal
Service (DFS) in response to a request from one of the news agencies, in which they stated:
«Clarification on the legality of use of the virtual currency / cryptocurrency in Ukraine» was
provided by the National Bank of Ukraine on November 10, 2014, according to which the National
Bank considers the «virtual currency / cryptocurrency» Bitcoin «as a money surrogate, which has
no provision of real value and cannot be used by individuals and legal entities on the territory of
Ukraine as a means of payment, as contradicts the norms of Ukrainian legislation» [23].

At the same time, public authorities, aware of the potential positive and negative aspects of
using the blockchain technology in general and cryptocurrencies in particular, have somewhat
changed their rhetoric. So in June 2015, a meeting was held on issues of payments of individuals to
the public council at the NBU, which included issues of development of the Bitcoin project. And in
November 2017, the NBU issued a joint statement with other financial regulators on the status of
cryptocurrency in Ukraine, in which they noted that the complex legal nature of the cryptocurrency
does not allow them to be recognized either by money, currency or payment instrument of another
country, or by currency value, neither electronic money, nor securities, nor a money surrogate [12].
Moreover, in December 2017, the NBU announced the possibility of issuing e-hryvnias, which will
be based on the technology blockchain.

In addition, at the end of 2017, two bills were submitted to the Verkhovna Rada of Ukraine
with an attempt to resolve the issue of cryptocurrency at the legislative level, this is the Draft Law
Ne 7183-1 and the Draft Law Ne 7183. From the content of the Draft Law Ne 7183 it is seen that its
authors qualify cryptocurrency as a program code (a set of characters, numbers and letters) that is
the subject of ownership, which can act as a means of payment, information about which is entered
and stored in the blockchain system as a unit of the current block system data in the form of data
(software code). By cryptocurrency, the general rules apply to the right of private property, and to
the cryptocurrencies transactions, the general provisions of the mines contract are applied in
accordance with the legislation of Ukraine. Thus, cryptocurrency is defined as a commodity, while
the NBU acts as a regulator of operations associated with this asset (Article 3).

The authors of the draft Law of Ukraine Ne 7183-1 define cryptocurrency as a decentralized
numerical value measure that can be expressed in numerical form and functions as a means of
exchange, saving of value or accounting unit based on mathematical calculations, is the result of
them and has cryptographic protection of accounting. Cryptocurrency for legal purposes is
considered a financial asset. Thus, if compared with the functions of money that were discussed
above, this bill essentially duplicates their main functions. At the same time, in accordance with
Article 6 of this bill, the regulator is a state body that carries out state regulation and supervision of
activities in the markets of non-bank financial services. Also, the draft law provides for the
organization and operation of institutions that provide services for the exchange, keeping accounts
of clients, committing cryptocurrency transactions, etc. Such transactions may be carried out by
financial institutions only upon obtaining a license.

However, in our opinion, both draft laws need to be further elaborated, first of all, in view of
the fact that it is necessary to amend the other legislative acts in parallel (in particular, to the Civil
Code and the Tax Code of Ukraine), by providing the definition and legal status of cryptocurrency
as special civil law relations.

Conclusions. The problem of legal regulation of the circulation of cryptocurrency,
generated by the modern globalized world, has a rather complex character. At the same time, the
regulation of the cryptocurrency business remains the subject of discussions, including at the state
level, and the relevant regulatory framework is currently not sufficiently worked out, so that every
occurrence of cryptocurrency relations should be considered individually.

In view of the above, answering the question of what from the economic and legal point of
view is the cryptocurrency and whether this term is appropriate at all? In our opinion, it is possible
to partly agree with the definition of M. Abramovich, that under cryptocurrency is understood as the
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type of digital currency emission, and accounting of which require the use of asymmetric
encryption and cryptographic methods of protection. After all, today cryptocurrency meets all the
necessary functions, which are put forward for money: they can be a measure of value, a means of
circulation of goods or services, a means of accumulation and a means of payment. However, in
addition to the above-mentioned functions, cryptocurrencies may also act as securities and as goods
for barter exchange, which greatly complicates their nature.

In this way, we offer the author’s definition of cryptocurrency. Cryptocurrency is a digital
value that can be used as a means of accounting, exchange, payment and accumulation, or to act as
an asset, the issue and accounting of which require the use of asymmetric encryption and
cryptographic methods of protection.

Given that cryptocurrency can act as a means of accumulation and exchange and are used by
investors to generate potential returns, and also given that, in some cases, cryptocurrency may have
a property of securities (so-called Equity Tokens), there is a need for licensing companies that
provide services on the transfer, sale or exchange of cryptocurrencies, the introduction of
procedures for the identification and verification of customers. In our opinion, such measures, on
the one hand, will significantly increase the area of responsibility of companies to investors for the
storage of their assets, and, on the other hand, significantly reduce the possibility of using
cybercriminals to legalize the proceeds of crime and use them to finance terrorism.

As regards the question of taxation of cryptocurrency transactions, it should be noted that
tax levies are the sovereign right of each individual state and therefore, in our opinion, should be
dealt with accordingly in each country separately, depending on one or another status that will be
granted to cryptocurrencies in a particular jurisdiction. However, on the basis of the definition we
have previously proposed, as well as the nature of the cryptocurrency as such, we agree with the
Court of Justice of the European Union that operations with cryptocurrencies should not be subject
to the VAT tax. After all, transactions with this instrument are more likely to be related to currency
transactions, given the functions of cryptocurrencies. So should such transactions be taxed and what
exactly? So, of course, like all business transactions they should be taxed, but because of their
essence, we believe that cryptocurrency transactions should be taxed on corporate profit tax, or on
the income tax of individuals, as well as on capital gains tax

So regulation of cryptocurrencies and their partial legalization will inevitably come, as the
blockchain technology is quite resistant to external opposition. At the same time for legal
regulation, there are quite a lot of «border areas», on which blockchain interacts with objects of the
real world.

As we have noted today, state regulation of cryptocurrencies takes place in four main areas:
determination of the legal status of cryptocurrency, the place of cryptocurrencies in the settlement
system, the problem of licensing transactions with cryptocurrencies; control over cryptocurrencies.

In addition, effective mechanisms of international co-operation should be created,
concerning legal liability for violations of an economic nature, in particular financial fraud, as was
the case with the bankruptcy of the MtGox Exchange and the closure of the BTC-E Exchange.
However, a significant public interest in the problem results in the need to find an adequate
mechanism for legal regulation, since existing self-regulation methods do not protect property rights
and legitimate interests.
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