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SYSTEM OF CONCEPTS COMMUNICATIONS OF STATE INSTITUTIONS
AND SOCIETY AS THE BASIS OF NATIONAL SECURITY
AND SOCIO-ECONOMIC STABILITY

Abstract. The article analyzes the process of communication between state institutions and
society. The study found that all aspects of communication between government institutions and
society today acquire the characteristics of digital communication. This means that for the process
of communication between government and society, its interactivity, multimedia, efficiency,
extraterritoriality become relevant. It is also characteristic that the communication of state
institutions and society acquires certain systemic properties — emergence, inherence, integrity.
Also, as a result of the analytical study, there is a significant disparity in the access of different
groups of the population to modern information and communication technologies and, as a
consequence, the formation of different levels of their uptake by these groups of the population.
Therefore, to increase the efficiency of communications, the subjects of the communication process
should use a system of different channels of information transmission and use not a single concept,
but a system of communication concepts to ensure national security and socio-economic stability. It
is proven that the basis and guarantee of the formation and introduction of a systematic conceptual
approach to the practical application of information and communication technologies of state
institutions and society is the inevitable end-to-end digitalization of Ukraine. The process of
digitalization will lead to a change in social and political activities of citizens, the formation of
social strata, which is the germ of the information society and will require intellectual
communication. The existence of a system of communication concepts has led to the use of a
systematic approach to create an algorithm for the formation and implementation of effective
communications of state institutions and society. The complex of requirements to the specified
system of communications is formed due to the research. This system should be aimed at
reconciling and harmonizing the interests and positions of communities of citizens; integration of
social communities, optimization of administrative activity based on democratic values and
observance of citizens’ rights. It also proposes areas of work to fulfill the tasks facing state
institutions and society to harmonize the information and communication process and to form the
basis of social stability and guarantee national security.
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CUCTEMA KOHIENIINA KOMYHIKAIIN JEP)KABHUX IHCTUTYIIA
I CYCIILIBCTBA IK OCHOBA HAIIIOHAJIBHOI BE3NIEKA
TA COLIAJIBHO-EKOHOMIYHOI CTABIJILHOCTI

Anorauisi. [IpoananizoBaHo mpoiiec KOMYHIKAIlli JAep)KaBHUX 1HCTUTYIIN 1 CyCHiJIbCTBA.
[TpoBeneHUM TOCTIIKEHHSAM yCTAHOBJICHO, 110 BCl aCMEKTH KOMYHIKaIliil Aep>KaBHUX THCTUTYLIN 1
CyCHIbCTBA CHOTOAHI HaOyBalOTh O3HAKW IM(ppoBoi KomyHikalli. [{e o3Havae, mo s mpomecy
KOMYHIKallli ~«BJafja — CYCHUIBCTBO» AaKTyaJbHUMH CTalOTh WOr0  1HTEPAKTHBHICTH,
MYJIbTUMEAIMHICTD, OMEPAaTUBHICTh, EKCTEPUTOPIATBHICT 1 T. 1H. XapaKTepHUM TaKOX € Te, 1110
KOMYHIKaIlisl JepXaBHUX IHCTUTYLIM 1 CyCHiJbCTBa OTPUMY€ IEBHI CHUCTEMHI BJIACTHBOCTI —
E€MEepKCHTHICTh, IHT€PEHTHICTh, IUICHICTh. TaKOX Yy pe3yabTaTi aHaJITUYHOTO JTOCIHIIKEHHS
BCTAHOBJICHO HAsBHICTh 3HAYHOI AMCIPONOPIII B JOCTYI PI3HUX TPYH HACEJIEHHS 10 CyYacHHX
iH(pOpMaIiifHO-KOMYHIKaIlIHHUX TEXHOJOTIM 1, K HacmigoK, (opMyBaHHA pI3HHX pIBHIB IX
3aCBO€HHSI BKa3aHWMHU TpynaMu HacedeHHs. Tomy s 30inblieHHS e(eKTHBHOCTI KOMYHIKAIIii
Cy0’€KTM KOMYHIKalIHHOTO MpOLECYy MalTh BHKOPUCTOBYBATH CHUCTEMY pI3HUX KaHaliB
nepefaBaHHsA 1H(OpMalii Ta BUKOPUCTOBYBaTH HE €AMHY KOHIIEMLIIO, a CUCTEMY KOHIEMLii
KOMYHIKaIliil Uil rapaHTyBaHHS HalioHaJbHOI O€3MeKH 1 COIiaIbHO-eKOHOMIYHOI CTaOlIbHOCTI.
JloBeieHO, 110 OCHOBOIO 1 3alOPYKOI YTBOPEHHS Ta 3alpOBAaKEHHS CHCTEMHOIO
KOHIICTITYaJIbHOTO MMIJXOAY JO TMPAaKTHYHOTO 3aCTOCYBaHHS iH(OpPMaliiHO-KOMYHIKALIHHIX
TEXHOJIOT1M Jep)KaBHUX 1HCTUTYIIH 1 CYCHIJILCTBAa € HAackpizHa Iudposizamis Ykpainu. Ilpomec
udpoBizalii mpusBene 0 3MIHU COIIATBHOI Ta MOJITUYHOI JiSUTBHOCTI TpOMaIsiH, (OpMyBaHHS
CyCHUIBHOI CTpaTH, sKa € 3apoJIKOM 1H(GOPMaIIHHOTO CYyCIIbCTBA, 1 BUMAaraTUMe 1HTEICKTyaIbHOT
KoMyHikalii. HagBHICTh cHCTeMHU KOHIENLid KOMYHIKalii 3yMOBHJIO BUKOPUCTAHHS CHCTEMHOI'O
MIIXOMy JJII CTBOPEHHS alropuTMy (OpMYBaHHS 1 BIPOBA/DKEHHS €(PEKTUBHOI KOMYHIKaIlii
JIepKaBHUX 1HCTUTYLIN 1 CycHinbeTBa. Y pe3yibTaTi JOCHTIHKEHHS! C()OPMOBAHO KOMIUIEKC BUMOT
JI0 BKa3aHOI cucTeMu KoMmyHikamid. Llg cucrema mae OyTu chpsiMOBaHa Ha Y3TOKCHHS Ta
rapMOHI3aliI0 IHTEPECiB 1 MO3MLINA CHUIBHOT TPOMAJSAH; IHTErpalilo COLIAJIbHUX CHUIBHOT,
ONTHUMI3AIII0 YIPABIIHCHKOI ISJIBHOCTI HA OCHOBI IEMOKPATUYHUX IIIHHOCTEH 1 TIOTPUMaHHS MpaB
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rpomajsH. Takox 3alpoONOHOBAHO HANPSMHU POOOTH LIOJ0 BUKOHAHHS 3aBJaHb, sIKI MAIOTh CTOSTH
nepea  epyKaBHUMH — IHCTUTYIIIMH 1 CYCHUIBCTBOM JUIsl  TapMoOHi3amii  iHbopmarliiitHo-
KOMYHIKaIIfHOTO Tporiecy 1 At GopMyBaHHS OCHOBU COLIAJIbHOI CTAOUIBHOCTI Ta rapaHTyBaHHS
HaIlOHAJIBHOI OE3IEKM.

Knwuosi cnoea: xomyHikauii, cucreMa KOHLEIIil, BiIaaa, iHpopmaliliHe CyCHUIbCTBO,
uppoBa EKOHOMIKA.

®opmyi: 0; puc.: 3; Tadmn.: 0; 6i6:1.: 21.

Introduction. The processes of economic, social and political transformation in Ukraine
receive a multi-vector impact of modern information and communication (IC) technologies, which,
in its comprehensiveness, has both positive and negative consequences. Therefore, according to [1],
«the new task is to control the information space to achieve appropriate information dominancey,
because «communication becomes an» active force «that allows the government and politicians to
be realized». Government-society (GS) IC processes are implemented in the form of IC flows and
can lead to a significant reverse effect on their producers. It is communication, not force and
coercion, that contributes to the stable existence of social institutions and the formation of relevant
decisions, and is therefore an effective means of exercising power [2]. That is, direct and reverse
GS IC flows today are beginning to determine economic and political realities and become the basis
or, conversely, undermine national security and socio-economic stability. Recognizing the
importance of IC processes, the Okinawa Charter was ratified by Ukraine to create a regulatory
framework [3], the Laws of Ukraine «On Access to Public Information», «On the Procedure for
Coverage of Public Authorities and Local Self-Government Bodies in Ukraine by Mass Media»
were adopted. «On citizens’ appeals», Resolutions of the Cabinet of Ministers «On the procedure
for publishing information on the Internet about the activities of executive bodies», «On approval of
the Strategy for the development of the information society in Ukraine». But the experience of
developed countries indicates the inadequacy of this. For example, the United Kingdom is in charge
of updating the Government Communications Plan [4] and the EU is in charge of the White Paper
on European Communication Policy [5] and the Communicating European Partnership. Due to the
importance of such documents and the amount of funding for their activities, well-known scientific
teams make significant efforts to create them, and their implementation is monitored by important
institutions.

Analysis of research and problem statement. An important contribution to the study of
concepts, mechanisms of government-society communication, peculiarities of the IC process in
Ukraine was made today by domestic scientists Rozin [7], Yatsenko [8], Sokiran [9], Karetna [10],
Chukurna et al. [11], Orlova and Mailo [12], Yermoshkina and Solianyk [13], Gochua and
Zedelashvili [14], Nikolina et al. [15]. The works of foreign researchers Homburg [16], Nitsenko
et al. [17], Luman [18], etc. also deal with this issue.

But the set of issues behind the topic raised by domestic and foreign scientists is so large,
and the situation is changing so dynamically that the study of various aspects and multi-vector
influences requires a significant amount of work from scientists. The significance of this problem
allowed us to form the goals, tasks, structure, content and directions of the study, the results of
which are presented in this article.

Unsolved aspect of the problem. The complexity and significance of the problem of
communications of state institutions and society in the context of economic, social and political
transformation in Ukraine requires in-depth study of this problem by implementing a systematic
conceptual approach and assessing the preconditions and consequences of multi-vector impact of
information and communication technologies.

The purpose of the article. The purpose of the study is to determine the key prerequisites
and consequences of transformational changes in information and communication processes of state
institutions and society as a system, to develop an algorithm for forming and implementing a
system of communication concepts of state institutions and society, to form a set of effective
communication goals.
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Research results. The modern information and communication process of government-
society is a complex multifactorial system of information interaction of subjects of all social levels.
Sometimes the IC process of GS is reduced to a process of political communication. In fact,
political communication is a specific mechanism of GS information relations, through which
political forces seek to regulate economic and social relations, disseminate socio-political ideas, try
to shape the views and social behavior of citizens. Using political communication, state institutions
coordinate the efforts of various social strata, form political solidarity and carry out structural
changes in political life. Today, political communication is characterized by the fact that it acquires
the characteristics of digital communication, i.e. characterized by interactivity, multimedia,
efficiency, extraterritoriality and so on. Along with this, the GS communication acquires systemic
properties — emergence, inherence, integrity, and so on.

But, in our opinion, the GS IC process is broader than political communication — it is a
process of forming a new IC society. This process affects both the social and economic aspects of
life in the country. The problem for the moderators of the GS IC process is its multifaceted and
multifactorial nature, which greatly complicates its management and makes it difficult to predict the
consequences of certain actions that seem rational and whose effects will be extremely beneficial to
moderators. But the multi-vector impact of IC technologies in a permanent crisis in the country can
contribute to destructive factors. Especially since the crisis has both objective and subjective causes.
Subjective, from the point of view of proper / improper formation of IC processes GS, include:
imbalance of the control system; voluntarism and corruption of officials: violation of the principles
of democracy; insufficient efficiency of the legal system; contradictions between the central
government and regional elites, authoritarianism and the expansion of the influence of civil society,
etc. Therefore, using a systematic approach, an algorithm for the formation and implementation of a
system of GS communication concepts has been developed to promote positive change and
eliminate these subjective factors.

The modern view of GS communication concept [18] predicts the formation of a social
stratum, which is the germ of the information society and requires intellectual communication. The
preconditions for the formation of this stratum are already leading to certain socio-economic
changes. Mentioned above M. Castells identified the signs of a new social system, which is based
on and conditioned by IC technologies and the driving forces of which are: economic development,
which promotes and requires flexibility of management; open society for the formation of the world
capital market, free trade and diversification of production; formation of openness of
communications, which is based on the values of individual freedom; revolution in the latest means
and technologies of communication [18]. According to the concept of A. Tocqueville, which was
based on the comparison of the information dissemination system in Britain and the United States,
the appropriate degree of intelligent communication mechanisms may contribute to the overall
development of the economy and society (US) or be insufficient for dynamic development of these
institutions (Britain). According to the concept [8], a free communicative process in modern society
is impossible without ensuring freedom, equality, justice. It cannot be immoral or free from the
notion of conscience. Tactical economic gain for violation of these norms can not be long-term and
can not guarantee national security and serve as a basis for long-term socio-economic stability.

The basis and guarantee of the formation and implementation of a systematic conceptual
approach to the practical application of GS IC technologies is the inevitable end-to-end
digitalization of Ukraine’s economy, which will lead to changes in social and political activities
(Fig. 1, 2). Proof of this is the implementation of the EU conceptual plan for GS communication
[5; 6], in particular, the implementation of the EU strategic program DIGITAL, for which it is
already allocated 7.5 billion and which is only part of Horizon Europe digital transformation of
European society and economy [19].
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Fig. 1. Forecast of economic parameters of economic growth under the influence
of IC technologies

Source: Processed by the authors according to [20].
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Fig. 2. Forecast of growth in the number of jobs under the influence of IC technologies
Source: Processed by the authors according to [20].

The projected impact of IC technologies on economic growth, which is confirmed by the
current growth rates of high-tech segments of the national economy, should lead to annual growth
of industrial production to 7—10%, reduction of inventories up to 20% [20] and consequently
growth in the number of jobs under the influence of IC technologies is projected (see Fig. 2).

Economic development will stimulate the growth of demands for stability and predictability
of social and political spheres. And this, in turn, will form narratives in the communication of
government and society and reject those conceptual approaches that contradict these forecast trends.
This process in the country is hampered by the insufficient level of IC education of the population
and the heterogeneity of this level on social, age, gender, regional characteristics (Fig. 3).
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Fig. 3. Algorithm for forming and implementing a system of GS communication concepts
Source: Developed by the authors.

According to the conducted analysis, the largest share of Internet users in the total population
falls on the capital region, East and South of the country, to a lesser extent — West and Center.
There is a disproportion between the levels of IC education in terms of urban-rural, age
requirements of 20—30 years and 50 years. Only 14% of low-income families have access to the
Internet. That is, so far the levels of impact of IC technologies on different groups of the population
are still different. This leads to the need for different systemic approaches to the formation of
concepts of communication between the government and different social groups. From the
traditional systemic IC flow: government — the thought leaders — the general public to the
inherent information society and the inherent process of intellectual communication network-centric
(network) method of communication. They are different in terms of systems analysis. Thus, the
traditional IC flow does not have a significant reverse effect in contrast to the network, inherent in a
developed civil society. Therefore, for them there is a different degree of dichotomy between the
ideology proposed by the government and the archetype of the general. That is, the conceptual
implication of the use of IC technologies should be different.

This underscores the thesis that modern Ukraine cannot have only one concept of
communication between state institutions and society in order to warn of threats to national security
and socio-economic stability. That is, the government is forced to use different models to
implement an effective IC process: linear, expressive, public, reception, different coding methods
and so on.

The disproportion of IC education levels also has various side effects [21]. In particular, in
contrast to the EU countries, Ukraine is characterized by insignificant progress in the areas of e-
government and e-democracy, unsatisfactory pace of IC technologies in the field of governance, etc.

All of the above allows us to form a set of objectives of the communication system of
government and society. This system should be aimed at reconciling and harmonizing the interests
and positions of communities of citizens; integration of social communities, optimization of
administrative activity on the basis of democratic values and observance of citizens’ rights.

It is also possible to form a set of areas of work to perform the tasks facing the government
and society to harmonize the IC process and the formation of information and communication
framework for social stability and guarantee national security:

1. Comprehensive protection of citizens’ rights for information.

2. Elimination of contradictions in the legal framework that hinder the development of the
digital economy and communication of state institutions and society.

3. Introduction of digital infrastructures of government-society IC technologies.

4. Development of intellectual communication, digital competencies of citizens.

5. Formation of digital platforms for control of public authorities by civil society.

6. Ensuring equality of citizens in communication with government agencies.
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7. Formation of mechanisms of integration into the world information space.

8. Structured development of the national information and technological space.

Conclusions. As a result of the study, a significant disparity in the access of different groups
of the population to IC technologies was established. This necessitates the use of a system of
communication concepts by state institutions to guarantee national security and socio-economic
stability. The presence of this system led to the use of a systematic approach to create an algorithm
for the formation and implementation of effective communication between government institutions
and society and a set of requirements for this system. This system should be aimed at reconciling
and harmonizing the interests and positions of communities of citizens; integration of social
communities, optimization of administrative activity on the basis of democratic values and
observance of citizens’ rights. The directions of work on fulfillment of the tasks that the authorities
and the society face for harmonization of the IC process and formation of the information and
communication basis of social stability and guarantee of national security are also offered.
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