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Abstract. The main methodological problems of the organization and implementation of the
process of financial security management within the functioning of economic systems of different
levels are identified. To meet the methodological needs of financial security management under
financial security itself, it is proposed to understand the state of protection of financial interests in
various sectors and functional areas of financial activities of the economic system and its main
participants from external and internal threats, which ensures the effectiveness of economic
relations, related to the implementation of financial guidelines for the development of economic,
socio-economic, economic systems. It is established that the classical approach to the structure of
the financial security subsystem in the system of economic security at any level of management
positions it as a set of factors, the state of which determines the financial capacity of the entity or
system to counteract economic risks and threats and their negative financial impact on the system
respectively. The elements of financial security at the micro and macro levels are systematized
according to such parameters as the financial security system, security entities, information
principles, personnel component, management mechanism, resources, tools, instruments. A 16-
component model of financial security management is proposed, which provides for the possibility
of building a management system on four fundamental parameters: organizational culture,
progressive and sustainable development, continuous optimization of the management process and
ensuring its systemic nature. The proposed formulas for calculating the level of financial security of
the state and the level of financial security of the entity based on the author’s approach to
segmenting their system for diagnostic purposes allow to obtain a rapid assessment of the financial
security of the economic system, of course. Conceptual bases of the system approach to
management of financial security of economic system taking into account object of management,
subjects of management, the management mechanism, system of maintenance of process of
management, principles of management and an estimation of level of safety are presented.
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MEHEJI)KMEHT ®IHAHCOBOI BE3IIEKHA B CUCTEMAX EKOHOMIYHOI BE3NNEKA
HA PIBHUX PIBHSX YIIPABJIIHCBKUX CUCTEM: METOJOJIOI'TYHI ITPOBJIEMHA

AHoTauis. BusiBieHo 0CHOBHI METOAOJIOTIYHI MpoOIeMH OpraHizailii Ta peaiizalii mpouecy
yOpaBliHHSA (PIHAHCOBOIO O€3MEeKOI0 B MeXax (PYHKIIOHYBaHHS €KOHOMIUHUX CHUCTEM pPI3HOTO
piBHs. /{151 3a0e3meueHHs] METOIONIOTTUHUX MOTPed MEHEIKMEHTY (DiHaHCOBOI OE3MEeKH i CaMOI0
(1HaHCOBOIO OE3MEeKOI0 3alpPOTIOHOBAHO PO3YMITH CTaH 3axXHUIIEHOCTI MPOIECIB 3a0BOJICHHS
(biHAHCOBHUX IHTEpECIB y pI3HHUX CeKTopax 1 (YHKI[IOHATBbHUX HampsiMax (iHAHCOBOI HiSIBHOCTI
€KOHOMIYHOI CUCTEMH 1 i1 OCHOBHMX YYAaCHMKIB Bl 30BHILIHIX 1 BHYTPIIIHIX 3arpo3, 10 BOJHOYAC
3a0e3neuye e(peKTUBHICTh (YHKIIOHYBaHHS CHUCTEMH EKOHOMIYHUX BIJHOCHH, TMOB’SI3aHUX 13
peamizamiero  (QIHAHCOBHX  OPIEHTHPIB  PO3BHTKY EKOHOMIYHOI,  COIaJIbHO-€KOHOMIYHOI,
rOCIO/IaPChKOI CUCTEM. Y CTAHOBJICHO, 110 KJIACHYHUHN MiaXia 10 OyAoBU migcucTeMH (iHAHCOBOI
Oe3rekn B CHCTEMi €KOHOMIYHOI Oe3reku Ha OyIb-SKOMY piBHI yNpaBIiHHS TO3UIIOHYE ii SIK
CYKYyMHICTh (aKTOpiB, CTaH SIKUX BU3HA4Ya€ (DIHAHCOBY CIPOMOXKHICTh Cy0’€kTa abo CHUCTEeMH
NPOTHIISATH €EKOHOMIYHUM PH3HKaM 1 3arpo3aM Ta IXHbOMY HETaTHBHOMY (hiHAHCOBOMY BIUIMBY Ha
cTaH yciel 1miei cucrtemu BiAmoBimHO. CHCTeMaTH30BaHO eNeMEHTH 3abe3mneueHHs (iHAHCOBOI
Oe3rekn Ha MIKpO- 1 MakpopiBHI 3a TaKMMH THapaMeTpamH, K cucTema (hiHaHCOBOi Oe3mexw,
cy0’extu 3abe3meueHHs, iHQOpMaIliiiHI 3acaau, KaApOBUN KOMIIOHEHT, MEXaHi3M YIIPaBIiHHSA,
pecypcu, 3aco0u, 1HCTPYMEHTH. 3amporiOHOBAHO |6-KOMIIOHEHTHY MOJENbh  YIpaBJIiHHS
¢dinaHCcOBOIO 0Oe€3MeKol0, M0 Tependavyae MOXKIUBICTh MOOYJOBH YMPABIIHCHKOI CHCTEMHU Ha
YOTUPHOX (YHIAMEHTAIBHUX MapaMeTpax: OpraHi3amiiHIid KyJIbTypi, MOCTYNAIbHOMY 1 CTajIoOMy
PO3BUTKY, MOCTIHIN onTUMi3allii ynpaBIiHCHKOTO MpoIecy Ta 3a0e3MedeHHI HOr0 CHCTEMHOCTI.
3anponioHoBaHi (GopMyH po3paxyHKy piBHs (DiHAHCOBOI Oe3MEKH JepKaBH Ta PiBHSA (iHAHCOBOI
Oe3neku cy0’e€KTa TOCHOAAPIOBAaHHS Ha OCHOBI aBTOPCHKOrO MIAXOMy [0 CerMeHTauii iXHbOl
CUCTEMH Il MOTpeO IIarHOCTHKHU JAl0Th 3MOTY OTPHMATHU E€KCIIPEC-OLIHKY piBHS (iHAHCOBOI
0e3neKn eKOHOMIYHOi CHUCTEMH, 3BICHO, 32 YMOBHU HAsBHOCTI BCIX MOTPIOHUX I PO3PaXyHKY
nanux. [IpencraBieHo KOHIENTyallbHI 3acagyd CUCTEMHOTO MIiAXOAY M0 YIpaBiiHHA (DIHAHCOBOIO
0e3MeKor0 €KOHOMIYHOT CHUCTEMH 3 ypaxyBaHHSAM 00’€KTa ympaBliHHS, Cy0’€KTiB yIpaBIlliHHA,
MEXaHI3My YTNpaBJIiHHS, CUCTEMH 3a0€3MeUYEeHHs MPOIeCyY YIpPaBJiHHSA, MPUHIMIIB yIpPaBIiHHS Ta
OIIIHIOBAHHS PiBHs O€3MEeKH.

Knrouosi cnosa: dpinancosa Oesrieka, ynpapiiHHSI (IHAHCOBOIO OE3MEKO0, PU3UK, 3arpo3a,
eKOHOMIiuHa Oe3reka, eKOHOMIYHA CUCTEMA.

®opmy: 3; puc.: 3; Tabmn.: 3; 616:1.: 10.

Introduction. Financial security management is now becoming an urgent management task
at various levels of economic systems. Thus, at the macro level, the state of financial security and a
high level of protection of the financial system and its participants from various dangers and threats
of financial origin guarantee the state of financial independence, which allows to talk about
financial security management as an important task of public administration. Ukraine’s national
economy is currently under the destructive influence of numerous external and internal risks and
threats, some of which are unpredictable and have consequences that are difficult to foresight.
Uncontrolled and unregulated development of the digital economy, financial dependence of the
national economy on international organizations and donors of financial resources — these are just
a few negative factors that characterize the trends of the domestic financial market and its
participants. The loss of financial autonomy, which in the near future may become a very real threat
to Ukraine, given the visible trends of financial policy, highlights the need to study the problem of
financial security at the macro level. Financial stability and increasing the financial potential of the
national economy, necessary for Ukraine’s self-determination and gaining prestige in the
international economic arena in the context of integration into the European Union, remain
unattainable in the absence of a high level of financial security, which is an indicator of its financial
image in a global business-space. In view of this, the topic of financial security management of the
national economy of Ukraine is such that it is on time.
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On the other hand, we observe a situation when in a state of financial instability are
numerous enterprises, institutions, organizations, some of which belong to the category of critical
infrastructure. In this area, the relationship between financial security management at the micro and
macro levels is evident, and the relationship between the state of financial security of economic
entities and the security of development and functioning of the financial system, and hence the level
of financial security in general is obvious. The study of the level of financial literacy of the
population and financial inclusion shows the third problem vector — the management of individual,
personal financial security of man, citizen, and so on. The effectiveness of each level of
management is determined by the effectiveness of the tools selected for financial security
management and the completeness of methodological support and information support of the
management process. And it is in this context that specialists have the most questions, both at the
theoretical and applied levels. They are related to the lack of modern concepts of financial security
management, and the lack of methodological tools for assessing the level of financial security
achieved at a particular level of the economic system, and the existing shortcomings of financial
security management mechanisms.

Research analysis and problem statement. These problems in the theoretical and
methodological plane have become catalysts for numerous studies by leading scientists and the
publication of their results in authoritative scientific journals. So, Zachosova N., Herasymenko O.,
Shevchenko A. study risks and possibilities of the effect of financial inclusion on managing the
financial security at the macrolevel [1], in the source [2] conducted a system research and
methodological framework for managing the economic security of financial intermediaries in
Ukraine, Vladychyn U., Skomorovych I., Lobozynska S. pay attention to the issue of assessment of
financial and economic security of Ukraine in conditions of foreign banking development [3],
Jozef A. H., Bukhtiarova A., Chorna S., Iastremska O., Bolgar T. make an attempts of forecasting
the level of financial security of the country (on the example of Ukraine) [4], Khalatur S., Pavlova
G., Zhylenko K. determine the role of some indicators of financial security in Ukraine in the context
of transnationalization and national interests [5], Blakyta G., Ganushchak T.justify the role of
enterprise financial security as a component of the economic security of the state [6], Kurylo M.,
Klochko A., Zhuravlov D., Javadov H. studyeconomic and legal aspects of banking security under
European integration in tensification in Ukraine [7], Derevyanko B., Nikolenko L., Syrmamiik I.,
Mykytenko Y., Gasparevich 1. deal with issues of assessment of financial and economic security
of the region (based on the relevant statistics of the Donetsk region) [8], Ponomarenko T.,
Prokopenko O., Kuzmenko H., Kaminska T., Luchyk M. conduct research on the topic: «Banking
security of Ukraine: current state and ways to improve» [9], Semjonova N. demonstrates foreign
experience of security-oriented management in her publication on the topic: «Financial security in
the Baltic States: comparison with selected EU countries». At the same time, there is no
comprehensive study of modern problems of financial security management in economic security
systems at different levels of economic systems in the current domestic literature. Therefore, the
study proposed to the scientific community is relevant and such that it is on time.

Study results. At the beginning of 2021, the methodology of managing the financial
component of economic security at different levels of economic systems had significant
shortcomings, most of which are associated with resource provision of this process — information,
personnel, financial, as well as the emergence of atypical threats to the national economy, economic
entities and financial system and the dependence of economic policy vectors on the interests of
international financial organizations and funds, and at the level of individual enterprises — on the
interests and desires of the dominant categories of stakeholders.

The classical approach to the structure of the financial security subsystem in the economic
security system at any level of management positions it as a set of factors, the state of which
determines the financial capacity of the entity or system to counteract economic risks and threats and
their negative financial impact on the system. At the national level, it is a set of levels of banking,
budget, debt, currency, monetary security and security of the non-banking financial sector. At the
same time, there are scientific works that prove the need to draw attention to the problem of public
finance, customs security, investment security, etc. in the national economic system. The special role
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of financial security in the system of national economy and the structure of economic security of the
state is due to the influence of a number of reasons, such as the impact of economic processes and
phenomena on finance, which is especially evident in crises and economic contradictions;
interdependence of economy and finance, as any economic initiative taken both at the state level and
at the level of business structures and non-state actors in economic relations requires funding.

At the level of an individual business entity financial security is the state of investment,
credit, sometimes currency, deposit, tax security, security of own, attracted and borrowed financial
resources and the state of efficiency of their use.

To meet the methodological needs of financial security management, the financial security
system is proposed to be understand as the state of protection of financial interests in various sectors
and functional areas of financial activities of the economic system and its main participants from
external and internal threats, related to the implementation of financial guidelines for the
development of economic, socio-economic, business system.

The components of the financial security system of the national economy are proposed to
include as subsystems of the first level — financial market security, monetary security and security
of public finances. The subsystems of the second level are distinguished: within the security of the
financial market — banking security and security of the non-banking financial sector; within the
limits of credit and monetary security — currency security, investment security, monetary security;
within the framework of public finance security — budget security and debt security. The third
level subsystems are proposed to be considered: security of banking institutions, security of the
banking system, security of the insurance market, security of the market of non-banking credit
institutions, security of the private pension market, security of leasing market, stock market
security, emission security, fiscal security, customs security, tax security, internal debt security,
external debt security. At the micro level, the architecture of financial security is simpler: these are
two levels, one of which generalizes the security of own, attracted and borrowed financial
resources, and the second level financial security is diversified by functional areas of its provision
— tax security, credit security, investment security, currency security, settlement security
(including digital financial security), etc.

In the Table I the elements of financial security at the micro and macro levels are
summarized and systematized.

Table 1
Elements of financial security
Micro level
Security of own, borrowed and attracted
financial resources (tax security, credit
security, investment security, currency

security, settlement security (including digital
financial security)

Macro level
Subsystems of banking, budget, debt, monetary,
currency security, security of the non-banking
financial sector

Element
Financial
security system

a high level of financial security
of the entity, the realization of economic and
financial interests of its stakeholders in the
presence of economic
and financial threats to the functional state of
the financial security system

Suppliers Company executives, top management Public authorities, national financial market
of business entities regulators
Information Security strategy, corporate strategy, Security strategy, state security program
principles Economic security policy, orders (if available), regulations, orders of financial
of managers, instructions market regulators

Personnel Responsible for financial security Civil servants entrusted with security functions

component management
Control A set of management decisions, A set of management decisions, interconnected

mechanism interconnected and aimed at achieving and aimed at achieving a high level of financial

security of the state, the implementation of its
economic and financial interests, the interests of
citizens and economic entities in the presence
of economic and financial threats to the
functional state of the financial security system

Resources, tools,
instruments

Regulation, evaluation, analysis, diagnosis, monitoring, control, supervision

Source: compiled by the authors.
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There are numerous semantic problems in the system of formation of modern theoretical and
methodological principles of financial security management at the micro and macro levels. The
management of financial security of the economic system is positioned from five substantive
positions. First, financial security management can be seen as a way to achieve a state of protection
against threats, when identifying sources of threats and a set of management decisions to prevent
them and minimize the negative consequences. Second, financial security management is defined as
a mechanism to ensure the realization of financial interests, within which actions are developed to
protect available financial resources in the process of using them to meet the interests of
stakeholders. Third, financial security management is a separate area of management, which
implements the classic management functions, adapted to the needs of the goal of security-oriented
management. Fourth, effective financial security management is a prerequisite for financial
freedom, because in the process a set of management decisions is formed that should guarantee the
financial freedom of the object of management. Fifth, financial security management at a particular
level of the economic system can be considered a separate project, when, depending on the
circumstances and the need to respond to threats, the development and implementation of a project
to ensure the financial security of the state, enterprise or individual.

The following approach to financial security management is proposed, which can be applied
both at the level of individual business entities of different types of economic activity and at the
level of state management of financial security of the national economy (Fig. 1).

Personnel |
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2 Traditions
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|

|

|

|
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|

|

|

|

|
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Mission
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1

A 4 Taktics |
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Alternatives

Strategy

Mechanism |

Supply |

Fig. 1. 16-component model of financial security management (CDOS)
Source: compiled by the authors.

At the beginning of 2021, an expert survey was conducted to identify problematic aspects of
modern mechanisms for diagnosing the level of financial security at the state level and at the level
of individual economic structures of various types of economic activity. The respondents were 50
people who are representatives of public authorities, heads of enterprises in various sectors of the
economy, financial managers, financial analysts, employees of higher education institutions and
practitioners in the field of organization and control of financial relations.

The results of the questionnaire of experts are summarized in Fig. 2.
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Fig. 2. Diagram of the results of the expert survey on problematic aspects of the use

of existing methods of assessing the level of financial security of different economic systems
Source: compiled by the authors.

As the main disadvantages of modern approaches to diagnosing the financial security of
various economic systems, experts recognize the inability to obtain the information needed for
calculations from publicly available sources, the excessive number of indicators to be calculated
and the presence of those that have lost their relevance at the moment time.

Possibilities of modernization of methods and practices of assessing the level of financial
security will be demonstrated by the example of the author’s approach to rapid diagnosis of the
level of financial security of the state.

Table 2 shows the results of expert assessment of the weights of indicators of the level of
functional components of the financial security system of Ukraine, proposed in this study. Prospects
for further research are to determine a set of indicators for diagnosing the state of each of these
three subsystems and calculating their share in the resulting indicators using the Fishburne formula.

Table 2
The results of expert assessment of the importance of indicators of financial security
of the state
Experts Financial security of the macroeconomic economic system
Financial market security Monetary security Security of public finances
First 0,3333 0,1667 0,5
Second 0,5 0,1667 0,3333
Third 0,5 0,1667 0,3333
Fourth 0,5 0,3333 0,1667
Fifth 0,1667 0,3333 0,5
Average 0,4 0,23334 0,36666

Source: compiled by the authors.

In each group we have the following possible weight options for the proposed indicators:

_2-(n—i+1)
n-(n+1) ’

o =23-1_o5s
3.4 2

a, _25 13333,
3.4 3

a2=£=l=0,1667
3.4 6
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Thus, the formula for calculating the level of financial security of the state based on the
author’s approach to the segmentation of its system for diagnostic purposes into three functional
components — financial market security, monetary security and security of public finances — has

the form:
Ilfsofthe state — 094 Ifms + 0523 Ims + 0737 Ispf~ (2)

Within each group, additional indicators will be identified to assess the state of financial
market security, monetary security and security of public finances.
To assess the level of financial security of the entity we have the following data (Table 3).
Table 3

The results of the expert assessment of the weight of financial security indicators of the entity

Financial security of the business entity

Experts Security of own Security of attracted Security of borrowed
financial resources finances funds
First 0,3333 0,5 0,1667
Second 0,5 0,3333 0,1667
Third 0,5 0,1667 0,3333
Fourth 0,3333 0,5 0,1667
Fifth 0,5 0,1667 0,3333
Average 0,43332 0,33334 0,23334

Source: compiled by the authors.

Thus, the formula for calculating the level of financial security of the entity based on the
author’s approach to segmentation of its system for diagnostic purposes into three functional
components — security of own financial resources, security of attracted finances and security of
borrowed funds — has the form:

Ilfs of business entity — 0543 Isofr + 0,33 Isaf+ 0723Isbf~ (3)

In Fig. 3 we systematized the conceptual foundations of a systematic approach to managing
the financial security of the economic system.

. h - - Security of financial interests in various
Object The system of financial security P sectors};nd functional areas of financial
of management [ of the economic system . .
activities of the economic system
- A - -
Subjects System of state bodies, State regulators, government agencies
of management [ top management ) involved in financial regulation,
\ J company executives
( ) The system of means, measures, — : :
Control mechanism | | tools used in the complex N Interrelate ac.tlons aimed at protecting
the economic system from threats
4 \ R
S ¢ svsh A set of resources and the architecture
upport system 1 of their transportation to problem [ Human, financial, material, information
\ y, segments of the security system resources to protect financial interests
Principles
of management || The principle of systematization ||  Consistency of subsystem processes
. J
Security level ) System of indicators Assessment of the level
assessment ] and their normative values > of security of all subsystems
| J/

Fig. 3. Conceptual bases of the system approach to management of financial security

of economic system
Source: compiled by the authors.
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Ukraine continues to reform approaches to state regulation of the financial sector.
Approaches to assessing the state of financial security are constantly changing. New challenges and
threats to the normal operation of business entities are emerging. Under such conditions, the process
of financial security management should be continuous, rational and effective, which can be
ensured only by eliminating the shortcomings of its organization at the theoretical and applied
levels.

Conclusions. The study of methodological problems of financial security management in
economic security systems at different levels of management systems allowed us to make such
important conclusions.

1. The biggest methodological problems of financial security management of economic
systems of different levels at the moment are the lack of conceptual foundations of financial
security management, the complexity and low level of information transparency of methods for
assessing the financial security of economic systems, including the inability to obtain information
needed for calculations, from publicly available sources, an excessive number of indicators, the
values of which need to be calculated and the presence among them of those that have lost their
relevance at the current time. Also at the application level there is a lack of effective models for the
formation of an effective mechanism for managing financial security at both micro and macro
levels.

2. According to the results of the study, the elements of financial security at the micro and
macro levels are summarized and systematized by such parameters as financial security system,
security entities, information principles, personnel component, management mechanism, resources,
tools, instruments; a 16-component model of financial security management (CDOS) is proposed,
which provides for the possibility of building a management system on four fundamental
parameters: organizational culture, progressive and sustainable development, continuous
optimization of the management process and ensuring its systemic nature. The proposed formulas
for calculating the level of financial security of the state and the level of financial security of the
entity based on the author’s approach to segmenting their system for diagnostic purposes allow to
obtain a rapid assessment of the financial security of the economic system, of course. The
conceptual principles of a systematic approach to the management of financial security of the
economic system are also presented, taking into account the object of management, management
entities, management mechanism, management process management system, management
principles and security assessment.
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