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THEORETICAL AND METHODOLOGICAL
APPROACHES TO THE FORMATION OF A
MODEL FOR INCREASING THE EFFICIENCY OF
THE SYSTEM FOR ENSURING THE ECONOMIC
SECURITY OF A BANKING INSTITUTION

ABSTRACT

The main purpose of the article is to form a model for improving the efficiency of the
system for ensuring the economic security of a banking institution. The object of the
study is the system for ensuring the economic security of a banking institution. The
importance of finding ways to improve the efficiency of the system for ensuring the
economic security of a banking institution is proven. The methodology of the article
provides for the use of a modern graphical-functional modelling method that allows the
achievement of the goals set by forming a model for improving the efficiency of the
system for ensuring the economic security of a banking institution. As a result, a model
was obtained to improve the efficiency of the system for ensuring the economic security
of a banking institution. The main stages of modelling an increase in the efficiency of
the system for ensuring the economic security of a banking institution are characterized.
Thus, the proposed methodological approach to improving the efficiency of the system
for ensuring the economic security of a banking institution can be considered an element
of scientific novelty. The results obtained, described in the article, have limitations in
the form of taking into account only the specifics of the activities of a banking institution,
however, further research will include expanding the range of modelling. Further re-
search should be devoted to the analysis of international experience in the public ad-
ministration of financial and economic security in modern conditions.

Keywords: model, banking institution, banking activity, system, security, economic
security, ensuring the security

JEL Classification: G20, G21

INTRODUCTION

Economic security is the basis for ensuring the national security of the country in general
and its sustainable socio-economic development. Revealing the definition of economic
security, one can proceed from different interpretations. Economic security can be de-
fined as the ability of the country's economy as a whole and its regions separately to
ensure stable development and appropriate protection of the economic interests of in-
dividuals, business entities, regions and the country. The country's economic security
can be considered from the standpoint of ensuring the protection of the vital interests
of all residents of the country, society and the state in the economic sphere from internal
and external threats.

The processes of globalization and integration of our country into the world economy,
the expansion of areas of banking activity, increased competition in the banking sector,
the underdevelopment of financial markets and infrastructure, the introduction of new
information technologies, the imperfection of current legislation, corruption and crimi-
nalization of the economy pose new tasks to the banking system, entail the appearance
of previously uncharacteristic threats and risks.

Security of banking activity should be understood, firstly, as the security of the bank as
an organization; the security of bank personnel; security of banking operations. The
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economic security of a bank is a state in which its economic development and stability of operations are ensured, the
protection of its financial and material resources is guaranteed, and the ability to respond adequately to changes in the
internal and external situation. Recent advances in science and technology, and the use of modern technologies, expose
banks to new and more dangerous threats. For commercial banks, such conditions of effective and safe activity as ensuring
the return of loans, increasing profitability, maintaining liquidity, and reducing banking risks are particularly significant.
Therefore, among the problems of protecting banking activity from external and internal threats, the need to ensure the
protection of financial resources, the protection of information and the property of a commercial bank, as well as the
creation of a system of economic security, is becoming more and more relevant.

The essence of economic security in the banking system is to ensure the state of the best use of its resources to prevent
threats to commercial banks and create conditions for stable, efficient functioning and profit maximization. Ensuring the
bank's economic security is the process of achieving a state of protection of the bank's economic interests, which are
revealed during the implementation of the statutory goals and objectives, and consists in creating favourable conditions
for the implementation of the types of banking activities provided for by the statute.

The security system of banking activity can be defined as a set of special bodies, means, methods and measures that
ensure the protection of activity against the influence of internal and external threats. The system of economic security of
a banking institution is a combination of various elements (security of material resources, financial security, information
security, as well as personnel security), interconnected by versatile connections, aimed at protecting against threats and
countering them in the most important areas of the bank's activity.

The development of methodical approaches with the corresponding stages of enabling the achievement of this process
will contribute to increasing the efficiency of the system for ensuring the economic security of banking institutions. That is
why the choice of the selected research topic is relevant.

LITERATURE REVIEW

According to most scientists [1-3], the mechanism of economic security of a bank is a sequence of stages and a set of
methods of interaction between objects and subjects of economic security to achieve an economically secure state of the
organization and maintain it at the proper level in a building and operating perspective based on a clearly defined list of
principles. Ensuring economic security should be focused on ensuring the priority protection of confidential information
and only then other objects of potential threats.

As noted in the literature [4-5], the security of a commercial bank is the state of protection of the interests of owners,
management and customers, as well as material values and information resources from internal and external threats.

Most scientists believe that the systemic economic security of a bank should be ensured through a certain ordering of
security measures, the formation of an appropriate algorithm for their application, based on common security technologies
and their centralized management. In turn, an integrated approach to the economic security of the bank is implemented
through the application of financial, legal, informational, socio-psychological, technical and other measures, as well as
using the capabilities of all bank structures.

As noted in the scientific and practical literature [6-7], socio-economic transformations in the economy of Ukraine are
characterized by a number of factors that significantly affect the formation of risks and threats, including in banking.
Among the latter, one can mention the instability of the political and socio-economic situation in the country, the imper-
fection of legislation that does not contribute to the protection of the interests of banks in the course of their activities,
the insignificant internal possibilities for the formation of financial resources of banks, the low level of public confidence in
them, quite significant indicators of crime in society, in including in banking, dishonest behaviour and unprofessional
activities of bank employees At the same time, the current threats in banking are characterized primarily by their diversity
and are complex in nature and manifest themselves in banks in their entirety. At the same time, the results of the imple-
mentation of these threats, as a rule, are manifested in the economic consequences of the activities of banks. The decline
in competitiveness, liquidity, and financial losses of banks - all these are the results of a complex of threats inherent in
today's banking services market. Under such conditions, the main problem for banks is the search for effective, adequate,
sufficiently dynamic threat formation measures to ensure their economic security, minimizing the negative impact of such
threats and ways to create security systems that can withstand the challenges of the current market situation. Recently,
the issues of ensuring the economic security of a banking institution have been given particular importance, but despite
this, it remains debatable and requires further study and discussion.
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There is a scientific opinion in the literature [8-10] that the system of economic security of a banking institution should
include the following mandatory elements: objects and subjects of economic security of the bank, subsystems of economic
security, an economic security system is built, a mechanism for managing the economic security of the bank, etc. d. When
building a modern system of economic security of a bank, it is necessary to take into account factors that can have a
destructive effect on the level of economic security that this system is able to provide organizations and the vectors of
state influence on the system of economic security of a banking institution.

AIMS AND OBJECTIVES

The main purpose of the article is to form a model for improving the efficiency of the system for ensuring the economic
security of a banking institution. The object of the study is the system for ensuring the economic security of a banking
institution. The main task of the article is to model ways to improve the efficiency of the system for ensuring the economic
security of a banking institution.

METHODS

The research methodology can be divided into two parts. The first part consists of general scientific methods, among which
we can distinguish methods of analysis and synthesis of information, methods of deduction and induction, methods of
systematization, and abstract methods. All these methods make it possible to carry out a theoretical and methodological
analysis of scientific information on ensuring the economic security of a banking institution.

The second part of the methodology of the article is a modern method of graphical functional modelling, which, through
the given parameters, allows you to best depict the execution of the stages of a particular process. In our case, two goals
will be set to improve the efficiency of the system for ensuring the economic security of a banking institution.

RESULTS

If we consider the organizational side of managing the economic security of banking, then it is closely related to the risk
management system in conducting current banking operations. The risky aspect of security is related to the fact that
security and risk are interrelated categories. The higher the level of security, the more simplified the risk management
model, and vice versa, the failure of the security system increases the likelihood of negative consequences associated with
excessive risks.

The area of banking activity is associated with a concentration of significant material values and economic mechanisms
that affect the entrepreneurial activity of business entities and all sectors of the economy. The volatility of financial activity
and the reduction of its control by the state significantly weaken the banking concept, making it very susceptible to illegal
encroachments. In this regard, close attention has recently been paid to crime in the field of banking. It should be noted
that it is the state that is the main guarantor of the economic security of banking.

The effectiveness of the economic security of a banking institution is achieved in two ways, firstly, by developing measures
to prevent, expressed in reducing the number of such crimes, and, secondly, by developing measures to disclose already
committed criminal acts. Obviously, prevention is associated with both prevention and other actions, but not in the classical
form (since they are not able to convince a potential criminal not to do what he has planned, due to the presence of the
possibility of obtaining material benefits), but in the form tough sanctions, such that even the possibility of using the object
of profit in case of solving a crime is excluded.

The economic security of a banking institution, its independence and prevention of sliding into the zone of critical risk can
be ensured if the most important strategic directions for ensuring business security are determined, a clear logical scheme
is built for the timely detection and elimination of possible dangers and threats, and mitigation of the consequences of
economic risk.

In general, the economic security of a banking institution should be based on the identification of signs and highlighting
its following aspects: interpretation of security as a means of ensuring long-term sustainable development and protection
from strategic threats (within the framework of strategic management); interpretation of security as the security of banking
activities (within the limits of risk management); allocation of specific activities regarding the protection of the interests of
shareholders (within the framework of corporate governance).
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Before proceeding to modelling, it is necessary to summarize the theoretical analysis carried out and note that, in our
opinion, the system for ensuring the economic security of a banking institution should be understood as a set of tools and
processes, the development and implementation of which by the security service leads to the formation of safe conditions
for the introduction of banking activities to provide related services to clients. Our interpretation focuses on the security
service, which should play an important role in ensuring the economic security of a banking institution.

So, let's define the main purpose of modelling and give a mathematical designation in the form of TO (Figure 1).

T0

/ N\
[ Improving the efficiency of the system for ensuring the economic security of a banking institution \
\ )

- N~

T1 L T2 o ~a T3 — T4
Creation of special programs Identification of fraudulent Involvement of specialists to Formation of technical means
to ensure economic security systems in Internet banking ensure economic security of ensuring economic security

5

Operational measures to
ensure economic security

Figure 1. The purpose and stages of modelling are to improve the efficiency of the system for ensuring the economic security of a bank-
ing institution.

Thus, we characterize each stage of achieving the goal TO "Improving the efficiency of the system for ensuring the eco-
nomic security of a banking institution":

= T1. Creation of special programs to ensure economic security. Development and creation by the bank's security
service of special training programs to ensure security, reduce threats and risks of illegal actions on the use of
electronic means of payment. Thanks to such programs, which will be provided free access only for bank customers
in the mode of tracking users by bank security specialists, the level of financial literacy of the population will signifi-
cantly increase, therefore, the number of crimes in the field of cyber fraud will decrease, and ultimately the economic
security of the bank will increase.

= T2. Identification of fraudulent systems in Internet banking. Development and implementation by the security service
of a system for collecting device data, which is a timely detection of fraudulent schemes in Internet banking. This
system should not only reduce the risk of cyber fraud but also identify all kinds of threats. Such a system can be
based on enhanced risk identification and analysis of the behaviour of users of remote banking services. The system
should immediately block various suspicious or risky customer transactions and transfer user data to the bank's
security service.

= T3. Involvement of specialists to ensure economic security. Allocation of separate specialists in the security service
to ensure economic security, continuous financial monitoring and internal control in order to counteract cyber fraud,
as well as reduce the risk of illegal actions. A computer monitoring system is a modern and indispensable model that
can give certain, unpredictable failures and be exposed to virus software, while a professional bank employee using
this program can collect data on all client transactions in real-time, build a mathematical model of its behaviour,
continuously analyze all client actions, highlight suspicious patterns - any deviations from the profile - and identify
suspicious transactions.

=  T4. Formation of technical means of ensuring economic security. Provision by the security service of technical
measures to protect funds from theft of the bank at ATMs, including equipping all ATMs with anti-skimming devices.
These devices are connected to a device that regulates the voltage in an ATM, upon removal of which the card
becomes impossible. Here, one should take into account the fact that each bank chooses a device that it considers
effective and not overly expensive. To date, there are many anti-skimming devices that differ from each other by
manufacturers, quality, shape and price.
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= T5. Operational measures to ensure economic security. Improving the system of prompt receipt and verification by
law enforcement agencies of information about crimes with payment cards, and electronic payments by allocating
individual specialists whose powers will be directed to the prompt collection and processing of information for trans-
mission to law enforcement agencies.

At the main stages described and using the proposed method of graphical-functional modelling, we will form a model for
increasing the efficiency of the system for ensuring the economic security of a banking institution (Figure 2).

Devslotzment Banking Guidelines for Guidelines for Guidelines for
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Figure 2. The model for increasing the efficiency of the system for ensuring the economic security of a banking institution.

Figure 2 shows the main stages that, in the opinion of the team of authors of the article, will best contribute to improving
the efficiency of the system for ensuring the economic security of a banking institution. Of course, depending on the
specifics of the banking institution itself, the list, content and essence of the stages can be changed and edited. This is a
flexible plus of the proposed model. Some elements have a general meaning. This applies to resource provision, which
begins with the first stage and accompanies the implementation of all the others. That is, in fact, at the input we have a
certain amount of resources, which ultimately gives us a certain socio-economic effect. This effect is a certain resul,
depending on the banking institution itself. Some banking institutions set themselves one goal, while others another.
Therefore, the result of the output of the model should be designated precisely as a socio-economic effect. This also
applies to the development strategy, which each banking institution forms at its own request and appeal. Banking regula-
tion directly depends on the external environment.

Describing in detail the one shown in Figure 2 model for improving the efficiency of the system for ensuring the economic
security of a banking institution, it should be noted that it has a number of unique elements that contribute to the achieve-
ment of its goals. First of all, this is manifested in the emphasis on the constant provision of information about the
movement and the execution of each of the stages (T). This also applies to certain directives that must accompany each
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stage. It is also necessary to highlight the evaluation of the results of each stage. This will contribute to a better under-
standing of whether everything is done correctly or not. It is possible to plan the time interval for achieving each stage
proposed in the model (Figure 3).

2.5

1.5

0.5

T1 T2 T3 T4 T5

—O0— Months

Figure 3. Temporary guidelines for the implementation of the stages of ensuring the economic security of a banking institution.

A study of the situation of ensuring economic security in banks in recent years indicates that the latter is not singled out
by them as a separate type of security, and its activities are carried out in the general order of activity of the security
forces of banks. As for small banks or branches or branches of banks, there are generally no economic security measures
or they are carried out at a passive level - protection. A special disadvantage is that banking security is traditionally
considered a function of a special unit of the security service and is not transformed into other units of the bank.

In conclusion, it should be noted that the prevention of the considered criminal acts should be built into the overall system
for the prevention of crimes committed using information and telecommunication networks. The elements of the modern
crime are closely intertwined and interrelated, therefore, preventive measures should also have a coordinated, comple-
mentary character and, in their entirety, represent a single system of combating crime, focused on the effective protection
of the individual, society and the state from socially dangerous encroachments. It is believed that the economic security
of a banking institution is such a situation in a bank when the presence of a more optimal use of resources leads to the
elimination of probable dangers of the bank's activities and the implementation of successful risk management, forms a
favourable area for the purpose of implementing the tasks and functions of the bank, its sustainable, stable, modern,
independent formation and maximization of income.

Criminogenic factors influencing the banking sector are divided into groups: economic; organizational management; legal;
social and socio-psychological character. Currently, among them, organizational and managerial factors are of particular
importance, which includes, firstly, the imperfection of reform activities at the national level. Therefore, measures of a
general social nature should form the basis of measures to prevent banking crime.

Measures of general social prevention, focused mainly on the neutralization of criminogenic factors of an economic, or-
ganizational, managerial, legal and social nature, are:

= the entire social structure, but also its individual elements - in particular, the banking sector;

= at the level of organization of banking activity - elimination of the participation of criminal capital through a gradual
decrease in the rate of profit of commercial credit organizations (in modern conditions, which is disproportionately
high), an increase in government revenues and an increase in the stability of the banking sector as a result of the
use of traditional economic instruments: prices, finance, credit, taxes. (partial regulation of the credit rate of com-
mercial banks, a timely increase in the refinancing rate, an increase in deductions to the budget, insurance and
reserve funds, etc.).

To achieve the highest level of economic security in the banking sector, a commercial bank must carry out effective work
to ensure the stability, efficiency and reliability of the functioning of the fundamental elements, which, in turn, include:
the financial component, information component, technical and technological component, sociological, personnel compo-
nent and a legal component.
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DISCUSSION

Discussing the results of the study, we should consider similar to ours in order to compare them. For example, a number
of scientists [11-15] studied the strategic aspects of information support for the economic security of a banking institution.
Information and analytical support is defined by them as a system of interaction between subjects and the use of special
methods, means and forms of obtaining, accumulating and analyzing information, generating forecasts, developing infor-
mation and analytical documents and directly participating in the creation of banking products.

Discussing the results of the study, it should be noted that economic security is quite significantly dependent on its staffing
since these issues underlie the emergence of threats to economic security. Experience shows that the majority of crimes
and offences in banking are committed, as a rule, with the participation or with assistance of bank employees. This situation
is confirmed by examples when information about such violations by bank employees already goes beyond banks and
becomes the object of journalistic investigations. Personnel security measures do not apply to economic security but are
carried out according to the general plan for the selection and control of personnel. As a rule, few special measures for
personnel security, which directly affect the provision of economic security and its quality, are carried out in banks. Under
such conditions, there is no system for preventing violations or dishonest behaviour of employees either at the level of
protection of operations or at the level of technological counteraction to violations (quick detection of any violations in the
technologies of banking operations). As a rule, the unscrupulous behaviour of employees is manifested by its consequences
in the event of certain damage, damage to the image of the bank, conflict situations with customers or between the
employees themselves.

Other scientists singled out [16-20], which focused on assessing the economic security of a banking institution. The main
criterion for evaluating the bank's economic security system will be the stability of its economic development in accordance
with its plans and objectives. Information and analytical support is the main component, which provides for the interaction
of all departments of the bank in the formation of the bank's information resource, information support of activities and
banking operations.

Discussing similar results, it should be noted that the difference presented in our article is clear. We have presented a new
approach for this area to improve the efficiency of the system for ensuring the economic security of a banking institution,
which is distinguished by a functional-graphic modelling style.

CONCLUSIONS

Summing up, we can say that the systemic economic security of the bank should be ensured through a certain ordering
of security measures, the formation of an appropriate algorithm for their application, based on common security technol-
ogies and their centralized management. In turn, an integrated approach to the economic security of the bank is imple-
mented through the application of financial, legal, informational, socio-psychological, technical and other measures, as
well as using the capabilities of all bank structures. From the point of view of the problem under study, the main goal of
banking security is to ensure the continuous functioning of the banking system in the conditions of its interaction with a
constantly changing environment, as well as to identify and neutralize external and internal threats to the sustainable
functioning of the banking system, organize counteraction to these threats, and minimize the consequences of their influ-
ence.

The bank's economic security system must clearly perform certain functions, the main of which are: accurate forecasting,
identification and prevention of various criminogenic dangers and threats; ensuring the security of the bank's activities as
a whole and its personnel, the preservation of its property, as well as the creation of a favourable competitive environment
and the elimination of the consequences of the damage caused.

Thus, it should be noted that according to the results of the study, we have formed a model for improving the efficiency
of the system for ensuring the economic security of a banking institution. Also, the main stages of modelling an increase
in the efficiency of the system for ensuring the economic security of a banking institution were subjected to characteriza-
tion. As for scientific novelty, its elements are presented in the form of a methodological approach to improving the
efficiency of the system for ensuring the economic security of a banking institution.

Like any other scientific study, ours has a number of limitations, which can be seen by taking into account only the specifics
of the activities of a banking institution, however, further research will include expanding the range of modelling. A prom-
ising area of research may be the analysis of financial security in the context of ensuring economic security.
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KpumwraHosuy M., Llynsap P., Ceitimk M., 3ops O., @atoxa H.

TEOPETUKO-METOAOJIONYHI NIAXoAn O ®OPMYBAHHA MOAENI NIABULLEHHA
E®EKTUBHOCTI CUCTEMU 3ABE3MNEYEHHA EKOHOMIYHOI BE3MNEKU BAHKIBCbKOI
YCTAHOBU

OCHOBHOIO METOIO CTaTTi € GOPMyBaHHA MoAeNi NiaBULLEHHS eEeKTUBHOCTI cMcTeMm 3abe3neyeHHss eKOHOMIYHOI 6e3nekn
6aHKiBCcbKOi ycTaHOBW. O6'eKTOM JOCHIAXKEHHS € cnucTeMa 3abe3neyeHHss eKOHOMIYHOT 6e3nekn 6aHKiBCbKOI ycTaHoBuW. [1o-
BEAEHO BaXK/IMBICTb MOLUYKY LWAAXIB NiABULLEHHS ePeKTUBHOCTI cMcTeMm 3abe3neyeHHsi eKOHOMIYHOI 6e3nekn 6aHKiBCbKOi
ycTaHoBu. MeToponorisi cTaTTi nepeabavae 3acTocyBaHHS Cy4acHOro rpacdivyHO-hyHKUiOHaNbHOro MeToAy MOAENOBAHHS,
AKWUI YMOXIMBIIIOE BUKOHAHHSI NOCTaBNEHOI METK y BUrNsAi hopMyBaHHS Moaeni nigBuLLEHHS e(heKTUBHOCTI CUCTEMM 3a-
6e3neyeHHs1 eEKOHOMIYHOI 6e3nekun 6aHKIBCbKOI YCTaHOBM. Y pe3ynbTaTi 40CiIAXEHHS OTPUMaHO MoAenb NiABULEHHS ede-
KTUBHOCTi CUCTEMM 3abe3neyeHHs1 eKOHOMIYHOI 6e3nekn 6aHKiBCbKOI ycTaHOBM. OxapaKkTepM30BaHO OCHOBHI eTanu Moae-
JOBaHHSA NiABULLEHHS eEKTUBHOCTI cMcTeMmM 3abe3neveHHst eKOHOMIYHOI 6e3nekn 6aHKiBCbKOT ycTaHOBU. EneMeHTOM Ha-
YKOBOI HOBM3HW € 3anpOnOHOBaHUIA METOAUYHMIA MiaXia WOoAO NiABULLEHHS eheKTUBHOCTI cucTeMM 3abe3neyeHHsl eKOHO-
MiyHOi 6e3nekn 6aHKIBCbKOi ycTaHOBW. OnuMcaHi B CTaTTi OTPMMaHi pe3ynibTaTv MaloTb 0OMEXEHHS Y BUrNaAi BpaxyBaHHS
e cneundiky aisnbHOCTI 6aHKIBCbKOI YCTaHOBW, NPOTE NnoAasnblli AOCIAXEHHS nepeabayaTuMyTb PO3LUMPEHHS Crek-
Tpy MozentoBaHHs. MNoganblui AOCAIMKEHHS CNif NPUCBATUTM aHanisy MiKHApOAHOro AO0CBIAY AepXXaBHOMO yrpasniHHS
¢hiHaHCOBO-EKOHOMIYHO 6e3NeKo0 B CyHacHMUX YMOBaX.

KnrouoBi cnoBa: mMogenb, 6aHKiBCbka yCTaHOBa, GaHKiBCbKa AisnbHICTb, cucTema, 6e3neka, ekOHOMiYHa 6e3neka,
3abe3neyeHHs 6e3nekun
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