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ENSURING CYBERSECURITY IN ACCOUNTING
IN THE DIGITAL ECONOMY ERA

ABSTRACT

The study emphasizes the importance of protecting accounting data in cyberspace,
namely the introduction and improvement of computer systems that allow solving the
problem of protecting accounting information and other resources of state importance.
Information security is an urgent problem today, as the number of threats in the infor-
mation and communication space is increasing every time. A leading role in ensuring
information security in accounting systems is played by a variety of modern programs,
the main task of which is to ensure the confidentiality, integrity and authenticity of
transmitted data. Therefore, the purpose of the study is to highlight the importance and
role of using a secure system to protect against cyber threats in accounting in modern
conditions. The research results reflect the process of cyber protection with the help of
accounting protection programs, their essence, signs, indicators, prospects of applica-
tion now and in the future. Accounting information systems are formed from confidential
and personal information that can be leaked if not protected. Unauthorized use of in-
formation generated by accounting systems can lead to such negative consequences as
loss of information, incorrect data entry and misuse of confidential information. An in-
adequate level of information security increases the likelihood of manipulation, falsifica-
tion or alteration of accounting records. The protection of data generated by accounting
systems is critical, and ensuring its security is a priority for many companies. The con-
clusion confirms that the cryptographic system is innovative and reliable today for pro-
tection against cyber-attacks.

Keywords: information warfare, cyber threats, cyber-attack, information security,
cyber security strategies, opportunities and risks

JEL Classification: M40, M15, C87

INTRODUCTION

Today, cybersecurity is one of the main factors in the existence of states and the func-
tioning of enterprises in all areas of activity, including the digital economy, and in par-
ticular, accounting. Cyberspace and cybersecurity are key features of the modern world,
which is characterised by increasing informatisation and digitalisation of all areas of
government, society, business, science, education, and personal life. The development
of accounting leads to the development of methods and technologies for cyber-attacks
while providing more and more opportunities for more effective protection against them.
This area of information activity is becoming increasingly important. Therefore, finding
ways to ensure cybersecurity is now an important issue for the accounting sector.

Speaking about the current state of information and security in Ukraine, it can be argued
that it has been under the threat of cyberattacks since independence, and now, with
the beginning of the full-scale occupation, cyberattacks are becoming widespread. In
this context, all companies should assess the vulnerability of their operations to cyber-
security incidents and technical failures. Such threats may arise as a result of attacks
on systems and infrastructure or as a consequence of military operations. Companies
operating in critical infrastructure sectors, such as energy, telecommunications, media,
and financial companies, should be on high alert as they are the main targets for cyber-
attacks in times of war. Businesses should be prepared to respond to these challenges
and assess their readiness to continue operations in the event of a cyber incident. En-
suring cybersecurity is a priority in Ukraine's national security system.
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The study emphasises the importance of new information technologies, namely the introduction and improvement of
computer systems that help to solve the problem of protecting accounting information and other resources of national
importance. Information security is an urgent issue today, as the number of threats in the information and communication
space is increasing. The leading role in ensuring information security in accounting systems is played by modern software,
one of the main tasks of which is to ensure the confidentiality, integrity, and authenticity of transmitted data. A large
number of domestic and foreign scholars are studying the importance of data protection in accounting.

LITERATURE REVIEW

To ensure the stable and efficient operation and development of enterprises, the main task is to ensure the security of
economic information.

The most valuable economic information is the accounting information that characterises all aspects of an enterprise's
activities (Novitsky, 2020). Today, most companies have switched to computerised accounting and use specialised software
and hardware. Unauthorised use of information generated by accounting systems can have negative consequences, such
as loss of information, incorrect data entry, and misuse of confidential information. Inadequate information security in-
creases the likelihood that accounting records may be manipulated, falsified or altered.

Otonne et al. (2023) point out that cyber fraud and other disruptions in payment financial technology negatively impact
the productivity, management, and development of enterprises. At the same time, large amounts of accounting information
are stored and processed in computer systems, and any failure can lead to unnecessary costs, revenue loss, loss of assets,
and sanctions. Therefore, the protection of accounting information at enterprises is a priority, as is the development of
measures aimed at preserving the information contained in the company's computer databases (Bushman, 2021).

Abdullayeva and Ataeva (2022) point out that the use of secure cryptographic systems is extremely important for modern
countries with developed economies, as it contributes to the security of the state and improves the standard of living in
general. Spilnykand Palukh(2019) continued this idea and noted that changes in cyber defence are necessary for the global
economy, politics, and scientific and technological development, and, in particular, new approaches in various fields,
namely in the accounting system. According to a study by Vdovichena et al. (2022), accounting is impossible without
interconnecting with the latest technologies and improving models and methods for cybersecurity.

In other words, there are many obstacles to creating effective mechanisms for future economic development. On the one
hand, one of the most important is the high level of uncertainty in the current economic and political environment. On the
other hand, there is a high risk of cyberattacks in the economic sphere. Effective mechanisms for future economic devel-
opment must be in line with current global trends. They should be in line with current global trends (e.g., the concept of
sustainable development, digital transformation of the economy, business support, etc.) It should be as adaptable and
flexible as possible to unpredictable changes, according to Tarasenko et al. (2022).

Verbivska et al. (2022) find that electronic document management makes it possible to make document flow more trans-
parent and significantly speed it up. Integration of the electronic document management system and accounting software
will increase the efficiency of accounting and management accounting at an agricultural enterprise. Omelchyk et al. (2022)
point out that the transformation of the economy in certain areas through the use of information and communication
technologies not only increases the competitiveness of countries in international markets but also contributes to the opti-
misation and improvement of business processes in the international business environment, which is directly related to
cyberattacks. Popivniak (2019) adds that in the process of European integration, Ukraine has developed its own strategies
in accounting and protection, which are in line with the principles of European public policy.

Drawing on international experience, we can say that the process of ensuring cybersecurity involves primarily counteracting
destructive influences in this area. This requires the creation and organisation of a powerful cyber defence subsystem. An
equally important element of the cybersecurity system is the cyberintelligence and cyberinfluence subsystem Legenchuk
et al. (2022).

The problem of cyber defence of economic systems is becoming more and more urgent every year. Cyberattacks affect
both individuals and the international community as a whole. This affects the international community as a whole. Financial
institutions and financial market infrastructures are the most vulnerable to cyberattacks, the specifics of which change
almost daily.

Harkusha (2021) emphasises in his study that the protection of the global financial system is primarily about its proper
organisation. Secondly, it consists of the process of strengthening the protection of electronic means and systems from
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cyber threats is important. It is important because it is the only way to ensure that the system is protected from the
growing number of cyber risks, but it is not sufficient to address the growing number of existing and emerging cyber risks.
Cyber risks Unlike other industries, the financial services sector has neither the resources nor the capacity to implement
technical solutions. The main challenge lies in collective action to protect against cyber-attacks. It is a question of how
best to organise the protection of systems between governments, financial authorities, and industry, and how to use these
resources effectively and efficiently.

Popivniak (2019) explores the transition of national economies to digital forms, the development of innovative digitalisation
processes, observations in the context of the level of information awareness of society, and the organisation of cyberse-
curity, which are current challenges. System and database administrators are in a favourable position to commit or facilitate
fraud, as they have full access to the accounting system, encryption keys, passwords, and the destruction of the conse-
quences of illegal actions, Liubymovet al. (2022) noted in their study. Muravskyi and Shevchuk(2021) point out that the
transition of the digital economy is the transition of business entities to electronic transactions. Accounting forms an
information array for cash management, an element that ensures the financial security of an enterprise.

An important aspect is the arguments of Shyrokopoias (2020), who points out that in order to provide sufficient and
effective accounting information on the sale of business security services to internal and external users, companies are
offered the following measures: internal and external reporting and the sale of business security services.

The issue of cybersecurity of accounting data requires further research.

AIMS AND OBIJECTIVES

The purpose of this study is to determine the importance and role of using a secure accounting system to protect against
cyber threats in accounting in the context of the development of the digital economy.

The main objectives of the article are:

= to analyse the state of information threats in accounting, assess the current state, risks, and shortcomings;
= to compare the functioning of accounting security programs in Ukraine;

= to identify and analyse the prospects for implementing the latest cyber security programmes and their impact on the
accounting system as a whole.

METHODS

This study uses two groups of methods: empirical (comparison, description, experiment) and theoretical (analysis, synthe-
sis, induction, deduction). The description method is used to characterise the theoretical and methodological aspects of
the use of accounting data protection software, its main advantages, and disadvantages. The features of modern cyber-
security systems in Ukraine are identified. Using the inductive and deductive methods, a comprehensive analysis of further
prospects for the development of information security with the help of countermeasures that protect information and
accounting data is carried out. The author uses the method of analysis and synthesis to clarify the need to use cybersecurity
programs in the digital economy due to possible risks. Based on the information collected, it is established that the man-
agement and protection of financial data in accounting is important. The study is based on a research method that reflects
the current state of cyberattacks and allows for identifying negative factors affecting economic activity in the current and
long-term perspective. The generalisation method identifies and summarises the main aspects of financial data cyberse-
curity issues. The combination of these methods necessitates the use of innovative methods of protection against financial
threats. The methodology makes it possible to determine the value of financial data security in accounting through the
implementation and use of modern software. A search method is implemented to identify effective steps and evaluate
cryptographic methods. The method of comparison used in the study and mastered in this problem can expand the bound-
aries of the problem under study and facilitate further analysis to compare this issue in Ukraine and the world.

RESULTS

Accounting provides information for many other types of accounting for analysis, management, and management decision-
making, as it is continuously stored and reflects all business activities of the enterprise. Accounting is closely related to
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other economic sciences, such as business analysis, statistics, sectoral economics, finance, taxation, management, and
marketing (Tesak, 2022).

As a rule, the volume and composition of accounting data constitute a significant secret of the enterprise. Therefore, the
order of their protection is determined by the management of the organization independently in accordance with the
current legislation. This is due to the fact that “the most important issue in the process of using such information is the
protection of trade secrets”. Security is about protection against danger, damage and/or loss and a range of other criminal
activities. Quite often, the concept of "cyber security" is found alongside "information security". (Viter&Svitlyshyn, 2017).
It is important to distinguish between these concepts.

Cybersecurity goes beyond simple information security and ensures the protection of various corporate assets (not just
information) that are at risk when companies use computer systems and communication networks (Spilnyk & Palukh,
2019). At the same time, information security is a process that makes it possible to maintain the confidentiality of infor-
mation, its availability and integrity. It is important to note that this security also protects information resources and allows
to process and store them without the use of computer technologies, but together with electronic information (Martsenyuk
et al. 2021).

In this study, cybersecurity is considered only in the area of protecting credentials circulating in cyberspace (an environ-
ment consisting of information systems around the world, including the networks connecting these systems), and not just
stored on individual user computers.

Cybersecurity systems for accounting information are a set of measures aimed at ensuring the security and protection of
such information and automated accounting systems from cyber threats both at the national level and at the level of an
individual enterprise (Harkusha, 2019).

An increasing number of different companies are automating and digitising accounting in line with global trends, using the
latest technologies and tools such as blockchain, artificial intelligence, cloud, mobile computing, fog and machine learning
(Muravskyi et al. 2022). Each of the above-mentioned technologies is characterised by specific risks to accounting infor-
mation arising from the nature and functional features of the particular technology, in addition to the list of general threats
mentioned above (Grigorevska, 2020). Therefore, it is necessary to understand what information is private for any business
or organization and what information should be kept secret. In accordance with this, cyber security norms are highlighted
in the accounting policy, which are important to observe in the era of the digital economy (Figure 1).

4 N
List of information that is a regulation on trade secrets - specifies the types of information with
trade secret different levels of restricted access.
\_ AN J
4 V4 the existence of a technical passport that divides the premises into
Classification of premises by . passp . P :
| appropriate zones for the purpose of controlling the execution of
acaess rights ttain orders
L JAN certa . )
‘ N N
External communication of the extemal relations management policy allows you to set the types
data users of protocols and documents.
\_ J J
N
Use digital authentication for determines the appropriate algorithm for the use and assignment of
acaess digital signatures, aeates passwords.
\_ J J
4 N [ N
How to use the hardware and access to hardware and software for personal use is restricted.
software
\_ AN J
4 N
Classification of personnel the required certificate regulates access to relevant resources and
acoording to access level information.
\_ J J
4 N N
Procedure for updating usage policy allows you to contral the update time and data
software and information synchronisation.
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Operational responsibilities of . . _— . —
staff to ensure cybersecurity L creation, detailing and functioning of staff rights and respon5|b|l|t|es./
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Figure 1. Security standards in enterprise-based accounting policies. (Source: compiled by the author based on data from Lehenchuk et al.,
2022)
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To avoid the risk of information being compromised, it is worth using cloud services. They allow you to work with software
(Muravskyi & Patel, 2020). The software can be connected via an encrypted channel (Tomislav, 2018). This is the most
effective way to protect accounting databases from external attacks and force majeure. The database containing the
information is not stored on the accountant's computer, but on a remote server in a room without access for unauthorised
persons, which ensures that no matter what happens to the equipment (e.g., breakdown, seizure, theft), valuable infor-
mation will be protected and preserved.

Cloud-based accounting and reporting technologies have their own peculiarities and are not completely secure (Muravskyi
& Chevchuk, 2021). Specific threats to accounting information include the inability to use old versions of software, high
dependence on the quality of services provided by providers, uncertainty about confidentiality and ownership of data in
the cloud (lack of proper legal protection of information rights in the cloud environment), and sources of threats can be
difficult to identify (Martsenyuk et al. 2021).

Blockchain technology contributes to the development and improvement of the field of accounting and auditing and has
significant prospects in the era of the digital economy. Therefore, it is important to highlight the advantages of using this
technology, which are reflected in Figure 2.

Cloud data storage

Eliminating negative phenomena
(embezzlement, corruption, Triple recording
unconfirmed expenses)

[ \

Simplifying the resource
management progess

\ /

Digital audit Smart contracts

Cloud data storage

Displaying transactions for
settlements with counterparties

Figure 2. Advantages of using blockchain technology in accounting. (Source: compiled by the author based on data from Savkiv and Kuzmin,
2023)

Despite the significant advantages of blockchain technology in accounting, there are also specific threats to information.
This technology has a low level of privacy and confidentiality of data about the company's activities, legally authorized
persons responsible for maintaining a distributed database of transactions, as well as overloading data storage devices
due to the inevitable increase in their volume.

Popivniak (2019) defines a comprehensive system of measures to ensure the cybersecurity of accounting information. The
researcher believes that it is necessary to apply legal, technical, organisational, and personnel measures to protect against
cyber threats at any enterprise or organisation. Legal measures include the following steps:

= signing documents with employees on proper non-disclosure and storage of information that is a trade secret;

= development of regulations, orders, internal standards, instructions on data non-disclosure, organisation of security,
and protection of accounting information;

= Enshrining provisions on the protection of accounting information in the constituent documents of any company;

= creating rules for working with accounting information in automated management, determining the responsibility of
employees for non-compliance;

= documentary approval of the list of data constituting a trade secret at the enterprise;
= use of forms, forms, and registers for recording information;
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= purchase of a cyber insurance policy.
Technical measures include:

= prohibition of privileged activation of accounting software, adding its updates to the “white list” of security systems;
= regular updates of operating systems and anti-virus software;

= use of anti-virus software, modern technical information security tools, virtual private networks (VPNs), secure
browser extensions, firewalls, and other means of protecting the server environment;

= disabling automatic software updates;

= mandatory anti-virus scanning of all incoming business emails;

= careful selection of accounting software to protect accounting information;

= regular testing of information systems to identify possible threats;

= availability of technical means of protecting premises from unauthorised entry, use of entrance cards and badges;

= accounting on remote servers;

= using only licensed software products and updating them from official sources;

= use of reliable data encryption technology when sending data;

= use of secure devices and access channels for remote accounting;

= ensuring periodic changes and improvements to cyber defence tools and systems, focusing on preventing rather than
detecting cyber threats.

Personnel measures to protect accounting information:

= regular backup of accounting information to media not connected to the head office;

= avoiding unnecessary software on work computers;

= a clear system of authentication of persons who have access to accounting information, such as PIV/CAC cards;
. establishing a cybersecurity unit and regulating its activities;

= a clear list of persons who have access to information and accountability mechanisms;

= a clear list of authorised persons and accountability mechanisms;

= efficient organisation of accounting information storage systems;

= thoroughly checking the reliability and reputation of service providers when outsourcing accounting tasks;

= Establishing effective risk control and analysis systems.

Personnel measures include:

= training employees of any organisation in the basics of cybersecurity and the rules for the safe handling of information
in the cyber environment;

= hire people with appropriate moral and positive characteristics from previous jobs;
. provide ongoing training for security personnel on new types of threats and best practices to address them;

=  to increase the level of in-depth awareness and responsibility of accounting personnel regarding the existence of
cyber threats and the problem of protecting information from them (Popivniak, 2019).

According to SonicWall's (2023) Cyber Threat Report, malware attacks are on the rise for the first time since 2018. The
number of attacks increased to 5.5 billion, which is 2% more than the previous year. This significant growth is due to a
significant increase in the intensity of cryptojacking and IoT malware.

The Global Cybersecurity Index (NCSI, 2023) reflects the security of information in the cyber environment of any country.
It is calculated on the basis of capacity building and cooperation factors, technical, legal, and organisational indicators.
According to the relevant data, Ukraine lags behind the leaders and ranks only 24th (75.32%) among 176 countries, being
roughly on par with Latvia, Ireland, Switzerland, etc. Table 1 presents an analysis of the countries that show the best
results.

150 DOI: 10.55643/fcaptp.6.53.2023.4254


https://fkd.net.ua/
https://www.fta.org.ua/

FINANCIAL AND CREDIT ACTIVITY: PROBLEMS OF THEORY AND PRACTICE
Volume 6 (53), 2023

Table 1. Top 10 countries in the world according to the National Cybersecurity Index (January 2023). (Source: compiled by the author based
on NCSI, 2023).
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Belgium 1 94.81 | 74.07 86 100 100 100 100 100 100 100 100
Lithuania 2 93.51 | 67.34 100 100 100 100 100 89 100 83 100
Estonia 3 93.51 | 75.59 86 100 100 100 83 89 100 100 100
Czech Republic 4 9091 | 69.21 100 100 50 100 100 89 100 100 100
Germany 5 90.91 | 80.01 100 100 50 100 100 89 100 100 100
Romania 6 89.61 | 59.84 100 80 83 80 100 89 100 100 100
Greece 7 89.61 | 64.02 100 80 83 100 100 100 100 100 100
Portugal 8 89.61 | 68.46 100 100 100 100 33 78 100 100 100
ggr']tfd King- 9 89.61 | 79.96 71 100 100 40 83 89 100 100 100
Spain 10 88.61 | 72.21 86 100 50 100 83 100 100 67 100

CyberEdge Group (2022) conducted a study that addresses the protection of critical information, including accounting
data, from cyber threats. 1,200 IT security professionals participated in this study to collect and process data. This applies
to 19 industries and representatives of 17 countries. Figure 3 presents data on the general state of successful cyberattacks
on the information data of organizations, which includes the accounting system.
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Figure 3. Percentage of countries whose information data of organizations suffered from cyber attacks, %. (Source: CyberEdge Group,
2022)

A CyberEdge Group (2022) study found that 85% of organisations suffered a successful cyberattack in 2021, with an
unprecedented 41% experiencing six attacks. Last year, 63% of ransomware victims paid a ransom, which in turn made
it harder for cybercriminals to launch attacks. Only 64% of different organisations have adopted API security. The study
found that only 84% of organisations require a significant number of skilled IT security personnel, especially analysts, IT
security administrators, and architects. In 2022, a significant number of enterprises increased their typical IT security
budget by 4.6% compared to previous years. Security accounts for 12.7% of total IT budgets. 41% of security services
and applications are delivered via the cloud. Three out of four organisations have implemented or will soon implement SD-
WAN, secure access to edge access service (SASE), and zero-trust network access (ZTNA).
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The four most commonly used technologies for secure operations were identified as endpoint security software, virtual
private networks (VPNS), SD-WANS, and network access control (NAO). The biggest threats to successful cybersecurity
were: a lack of qualified personnel, low security awareness among employees, poor integration between security solutions,
and lack of management support or awareness.

We believe that the era of the digital economy, the war, the COVID-19 pandemic and other imbalances in Ukraine have
led to the activation of cyber risks in the field of accounting. We are observing a significant increase in the number of
cyber-attacks as part of hybrid wars related to the manipulation of credentials, their distortion and replacement to cause
economic damage to large enterprises and sectors of the economy, which ultimately leads to harm to the economic security
of the country. Pandemic changes in the work process distanced and isolated employees, which required the provision of
active information exchange between the workplaces of specialists and the information base of employers' enterprises.
The active use of communication services for the implementation of functional duties has attracted the attention of cyber-
criminals, whose goal is to steal the company's commercial secrets and intellectual property. Economic imbalances and
corruption threats to business have a similar impact on accounting processes, which leads to a significant reduction in the
costs of cyber security of business entities. As a result, the number of vulnerabilities in the accounting and management
cyber protection system has increased significantly.

Despite everything, the level of security of Ukraine's cyberspace remains unsatisfactory. According to experts, Ukrainian
systems remain vulnerable to hacker attacks.

In 2022, about 300 companies were affected by attacks on 63 suppliers. Compared to the previous year, in 2022 there
was an average of 4.7 affected companies per supplier, while in 2021 the average was 2.5 affected companies per supplier.

Total spending on public cloud services will reach USD 591.8 billion in 2023, which is 20.7% more than USD 490.3 billion
in 2022 (Figure 4). This is higher than the projected growth of 18.8% in 2022.

4,91 4,89
4,55 4,50
4,18
16% 6% 13% 19% 8%
Phishing Bisiness email compromise  Vulnerability in third-party Stolen or compromised Malicious insider
software credentials
® USD, in millions %

Figure 4. The average cost of data leakage from cyberattacks by industry in 2022. (Source: compiled by the author based on CyberEdge Group,
2022).

Therefore, the effectiveness of the cyber security system depends on effective risk management. In general, network
security management is integrated into the general economic security management system of the enterprise, and the level
of information protection, organizational and personnel issues are decided in accordance with the size and capabilities of
the enterprise, as well as in accordance with the calculation of economic feasibility. They provide for the creation of a
special service to ensure the cyber security of accounting information or the introduction of the position of a cyber security
specialist in the company's structure, who will deal with the development of protection systems for various communication
networks and electronic databases.

Specialists of information security and penetration testing organizations, inspectors of confidential information protection
organizations, cyber security project analysts, system administrators, computer network administrators, cyber security
system analysts, information security system managers can provide special cyber security services.

We found, comparing the functioning of the accounting security program in Ukraine, that the main shortcomings (cyber
risks of accounting data processing) are phishing, financial fraud, database theft, industrial espionage, DDoS attacks,
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extortion, information destruction, data entry errors; violation of the control limit; violation (loss) of records, etc. At the
same time, there are a number of benefits of using security software, namely, it helps to identify cyber risks, prevent,
avoid and minimize the consequences of cyber threats, etc.

We believe that there are significant prospects for the implementation of the latest cybersecurity programs, which are
important in the digital economy. They have advantages in ensuring data security and have a significant impact on the
accounting system as a whole.

DISCUSSION

The discussion of scientists is that information modernity is constantly transformed and modernized in every way. Today,
the achievements of technical progress and digital innovation are accompanied by discussions, especially regarding the
provision of cyber security in accounting, note the authors of Curti et al. (2023) and Boyko and Kryvko (2020).

We as the authors of this article support the opinion of Cheng et al. (2022) regarding the increased use of advanced
information technology in recent years has brought many benefits but also created a number of challenges. In particular,
the level of negative consequences of the processes of information storage and dissemination, as well as the number of
new threats to information security, such as new forms of cyber attacks, has increased significantly.

Ensuring the stable and maximally effective functioning and development of any enterprise is the main task of protecting
its economic information.

It is obvious that the most valuable economic information is accounting information, which characterizes all aspects of the
enterprise's activities. Currently, most business entities have switched to computerized forms. It is worth paying attention
to Balatska&Opirskyi's (2023) apt confirmation that computer systems also have certain risks, namely, they store and
process large amounts of accounting information, and any failure can lead to excessive costs, inadequate revenues, loss
of assets and sanctions. Therefore, the protection of accounting information at enterprises has great risks, but it is a
primary task for the development of measures aimed at preserving information contained in the computer databases of
the enterprise.

We, as authors, cannot disagree with Danyk et al (2019), who confirm this opinion and classify threats to computerized
accounting information systems into two categories: active and passive threats. Active threats include computer fraud and
computer sabotage. Passive threats include system errors (damage to individual hardware components) and catastrophic
changes in the sphere of life support, social development, economy, education, business and management, the functioning
of which has increased and is becoming more variable every year. The reasons for this growth are comprehensive conver-
gence in the form of the process of spreading information and communication technologies and the Internet, globalization
and the interpenetration of the digital ecosystem in all industries.

In this context, one cannot agree with the opinion of Grishko (2023) that the issue of cyber security affects the interests
of state structures, since, in fact, it also concerns civil society and the private sector. And the lack of interaction between
them makes it impossible to solve the issue of normative documents that solve the issue of cyber security.

Instead, we disagree with the opinion of Kurniawan and Mulyawan (2023) that the number of illegal financial transactions,
theft, fraud, misuse of software and unauthorized access is increasing on the Internet, after which they were always and
every time in their percentage.

In connection with the increase in the number of illegal financial transactions, fraud, abuse and falsification of software on
the Internet, the priority in assessing the reliability of information protection systems should shift from traditional infor-
mation security to cyber security.

Changes in cyber defence are necessary for the global economy, politics, and scientific and technological development,
and, in particular, new approaches in various fields, namely in the accounting system.

In general, each of the researchers emphasizes the need to ensure the high efficiency of the cyber protection process in
accounting.

CONCLUSIONS

In recent years, the rise in popularity of advanced information technology has brought many benefits to people, but it has
also brought some problems. In particular, the negative impact of information on the process of its storage and distribution
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has significantly increased, the number of new threats to information security, such as new forms of network attacks, is
constantly increasing. Ensuring the stable and effective functioning and development of enterprises is the main task of
protecting the economic information of the enterprise.

It is worth noting that the issue of the level of cyber security of accounting information in Ukraine is a problem at the
company level. It should also be borne in mind that this is a national problem. The researched current state of cyber
defence needs significant attention due to hostilities, pandemic and other imbalances in the country.

In the process of working on the article, we established that today in Ukraine, security software is used, in particular
endpoint security software, virtual private networks (VPNS), SD-WANS and network access control (NAO), etc. The main
advantages of such programs include cyber risks, prevention, and avoidance of consequences. At the same time, in the
course of the research, deficiencies in the functioning of such programs were identified, the main of which are: destruction
of information, errors in data entry, and violation of control limits. This leads to an imbalance of work.

We found that successful cyber-attacks on information data cost organizations a lot of money. It found that in 2022, USD
4.91 million was lost to phishing, USD 4.89 million - to business email compromise, USD 4.55 million - to third-party
software vulnerabilities, USD 4.50 million - to stolen or compromised credentials, USD 4.18 million - an intruders. Therefore,
it is important to allocate significant costs for the provision and operation of accounting security programs in Ukraine. The
four most commonly used technologies for secure operations were identified as endpoint security software, virtual private
networks (VPNS), SD-WANS, and network access control (NAO). The latest programs ensure the confidentiality, integrity,
reliability and security of the data transmitted and significantly affect the successful work of accounting as a whole.

Thus, cybercrime is evolving every day, and threat analysis and modern tools are not keeping up. This makes it difficult
to identify and maintain the cybersecurity of accounting information. Prospects for further research are to consider the
problems and possible ways to solve them in the provision of @ modern cyber security system for the protection of account
data. These issues include social and behavioural issues, criminal activity in cyberspace, vulnerability and technical issues.
They affect both the economic sector and others.
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3ABE3MNEYEHHSA KIBEPBE3MNEKU B BYXTAJITEPCbKOMY OBJIIKY B EMOXY LIU®POBOI
EKOHOMIKHN

Y pocnimkeHHi NigKPeCoeETbCa BaXIMBICTb 3aXUCTYy AaHux Byxrantepcbkoro o6siky B KibeprnpocTopi, a came BnpoBa-
[DKEHHS! N yAOCKOHANEHHS! KOMMIOTEPHUX CUCTEM, SIKi Aal0oTb 3MOTYy BMPILLMTK Npobnemy 3axucTy iHdopmauii byxrantep-
CbKOro 061iKy Ta iHWWX pecypciB Aep>XaBHOro 3HayeHHs. IHdopmMaLiiHa 6e3neka € akTyanbHOO NPO61EMOI0 CbOrOAEHHS,
OCKiNTIbKM KiNbKiCTb 3arpo3 B iH(opMaLiiHO-KOMYHiKaLiHOMy NpocTopi wopasy 36inbwyeTbes. MpoBigHy posb y 3abesne-
YeHHi iHdopMaLiHoi 6e3nekn B ByxranTepcbkux cCUCTeMax BiflirpatloTb Pi3HOMaHITHI Cy4acHi NporpamMu, OCHOBHWM 3aBAaH-
HAM SIKUX € 3abe3nedeHHs1 KOHdIAEeHUIMHOCTI, LiNiCHOCTI Ta aBTEHTUYHOCTI NepeAaHnx AaHux. TOMy METOK AOCNIAKEHHS
€ BMOKpEM/EHHSI 3HaYEHHs Ta PoJii 3aCTOCyBaHHS 6e3neyHoi cucTeMu ana 3axucTy Bia Kibepsarpos y 6yxrantepcbkomy
0bniky B cyyacHux ymoBax. Pe3ynbTaTi 4ocnigKeHHs BiobpaxaroTb npouec Kibep3axmcTy 3a 4ONOMOrow nporpam 3axu-
CTy Byxrantepcbkoro 06niky, iXHIO CyTb, O3HaKM, MOKA3HUKKM, NEPCMEKTMBM 3aCTOCYBaHHs 3apa3 i B ManbyTHboMy. IHdOp-
MaLiiHi cucteMm Byxrantepcbkoro 06niky hopMytoTbCs 3 KOHdIAEHUIMHOT Ta 0cobucToi iHdopMaLlii, ika Moxxe 6yTh BUTO-
KOM, SIKLLO ii He 3axuCTUTN. HecaHKuUioHOBaHe BUKOPUCTaHHS iHOpMaLii, WO reHepyeTbes ByxranTtepcbKuMm cucTeMamu,
MO>XXe MpU3BECTU 4O TaKuX HeraTUBHUX HaCniakiB, sSiK BTpaTa iHopMaLii, HeKopekTHe BBeAEHHS AaHUX Ta HenpaBoMipHe
BUKOPUCTaHHS KOHiAEHUIMHOT iHcbopMaLii. HeHanexHwui piseHb iHbopMaLiliHoi 6e3nekun niaBuMLLYE MMOBIPHICTb MaHimny-
nsuin, danbcudikauii abo 3MiHM ByxranTepcbkux 3anuciB. 3axMCT AaHMX, WO FreHEPYETLCS ByxXranTepcbKUMU cUCTEMaMK,
Ma€ BuMpilLasibHe 3HaYeHHs!, a 3abe3neyeHHs i 6e3neku € NpiopuTeToM A1 6araTboX KOMMAHi.

KnrouoBi cnoBa: iHdbopMaliiHi BiltHM, Kibep3arpo3n, kibepaTaka, iHdopMauiiHa 6e3neka, cTpaTerii kibepbesnekuy,
MOXX/TMBOCTi Ta PU3MKHK

JEL Knacudpikauia: M40, M15, C87

DOI: 10.55643/fcaptp.6.53.2023.4254 157


https://fkd.net.ua/
https://www.fta.org.ua/

