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ECONOMIC, ECOLOGICAL, AND SOCIAL
DIMENSIONS OF INDUSTRIAL ENTERPRISES
ENVIRONMENTAL SECURITY AND
SUSTAINABILITY ENSURING

ABSTRACT

Industrial enterprise environmental security assessment refers to the assessment and
analysis of industrial environmental security measures and vulnerabilities to protect
against potential threats and risks to the environment. By conducting an environmental
security assessment, industrial companies can proactively identify and eliminate security
gaps, reduce the potential impact on the environment, and ensure compliance with
regulatory acts. The article's purpose is to assess the industrial enterprises' environ-
mental security level, transform strategies to reduce environmental risks, and formulate
recommendations for simultaneously increasing economic and environmental security.

Our study presents an improved structured methodology for constructing an environ-
mental security indicator system for industrial enterprises. Unlike conventional ap-
proaches, the proposed method follows a systematic sequence that includes defining
the objectives and diagnostic tasks, collecting and processing relevant data, and ulti-
mately forming a comprehensive indicator system. Central to this approach is the de-
velopment of an integral indicator that reflects the overall level of environmental secu-
rity. This indicator is derived from a balanced set of socio-economic, technical-techno-
logical, scientific-innovative, and managerial-organizational dimensions, incorporating
both internal and external factors influencing enterprise operations. The uniqueness of
the proposed model lies in its use of a geometric mean to synthesize integral indicators
across the economic, ecological, and social domains, while accounting for the relative
significance of each component. This weighting mechanism ensures a more accurate
and nuanced assessment by recognizing the differential impact of individual indicators
on overall environmental security. The level of environmental security was calculated
for three companies in the railway transport industry.

Also, we form the strategies to mitigate environmental risks, which allow the industrial
enterprises to enhance both economic resilience and ecological integrity, and to improve
their overall security. In addition, we proposed recommendations for simultaneously
improving the economic and environmental security of industrial enterprises.

Keywords: economic security, environmental security, environmental
management process, industrial enterprises, interaction, strategies

security

JEL Classification: D20, F64, P28, Q57

INTRODUCTION

Given today's global challenges, such as climate change, natural disasters, and loss of
biodiversity, businesses, especially industrial ones, must be concerned not only with
making a profit and achieving other economic indicators, but also with environmental
security standards.

Simultaneous research into economic and environmental security offers a comprehen-
sive framework for identifying synergies and trade-offs between profitability and eco-
logical sustainability. It enables organizations to anticipate and mitigate risks arising
from resource scarcity, regulatory pressure, climate change, and market volatility, while
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also exploring opportunities for innovation and efficiency. Furthermore, integrated assessments provide more accurate and
actionable insights for decision-makers, facilitating the alignment of operational practices with the principles of sustainable
development.

The evaluation of the current state and future development prospects of industrial enterprises indicates that one of the
most urgent challenges at present is the need to ensure socio-ecological and economic security. Today's realities require
constant improvement of equipment and technologies due to scientific and technological progress, which leads to economic
growth, which contributes to the increase of national production, and is one of the main goals of any state. As a result, all
this leads to an increase in the natural resources usage, namely: mineral resources, agro-climatic, biotic, recreational, etc.,
as well as to the emergence of socio-economic and resource-environmental problems. The intensification of integration
processes and the advancement of globalization necessitate an elevated level of security within industrial enterprises,
rendering it a critical prerequisite for their stable operation. In contemporary conditions marked by the dynamic evolution
of production systems and international economic relations, the challenges associated with socio-ecological and economic
security have gained significant relevance. These issues warrant a comprehensive investigation not only at the national
level but also across regional and enterprise-specific contexts. An industrial enterprise functions as a complex system
encompassing social, economic, and ecological dimensions, which inherently introduces multifaceted and multilayered
developmental objectives. The effective coordination of these objectives, along with the pursuit of balanced trade-offs,
underscores the need for an integrated approach — one that synthesizes economic, environmental, and social considera-
tions — in formulating a robust security framework for industrial enterprises.

Effective enterprise management necessitates the application of appropriate tools for the planning and implementation of
measures that simultaneously address two critical objectives: minimizing the adverse anthropogenic impact on the envi-
ronment and promoting the rational utilization of the natural resource potential of ecosystems, while also ensuring opera-
tional efficiency and profitability as foundational elements for achieving strategic goals. In this context, environmental
security emerges as a significant criterion for evaluating the effectiveness of enterprise management and constitutes a
core component of the enterprise’s functional processes.

LITERATURE REVIEW

In the context of accelerating global environmental degradation and increasingly complex economic challenges, enterprises
face the urgent need to ensure both economic viability and environmental responsibility. Traditionally, economic and
environmental securities have been treated as distinct domains within corporate risk management and strategic planning.
However, recent developments in sustainability science, corporate governance, and environmental policy underscore the
critical interdependence of these two dimensions. The inability to recognize and manage the mutual impacts of economic
and environmental risks can lead to systemic vulnerabilities, undermining the long-term stability and competitiveness of
enterprises.

Simultaneous research into economic and environmental security offers a comprehensive framework for identifying syner-
gies and trade-offs between profitability and ecological sustainability. It enables organizations to anticipate and mitigate
risks arising from resource scarcity, regulatory pressure, climate change, and market volatility, while also exploring oppor-
tunities for innovation and efficiency. Furthermore, integrated assessments provide more accurate and actionable insights
for decision-makers, facilitating the alignment of operational practices with the principles of sustainable development.

The essence and mechanism of enterprise economic security are investigated by Andriichuk (2020) and Batini (2019). The
problem of ecological and economic security has been studied in scientific papers by economists Hryschenko (2012),
Kharchenko (2015), Tiutchenko et al. (2024), Lyeonov et al. (2025) and Mentel et al. (2020). The environmental economics
studies take place in the papers of such economists as Barkemeyer et al. (2017), Staniskis & Arbaciauskas (2009), Eletter
(2024). Theoretical and methodological foundations of environmental security, development of new and adaptation of
existing mechanisms and environmental and economic tools, a wide range of current issues of environmental security exist
at all system levels (state — region — business — person).

The issue of environmental security has been the focus of numerous studies conducted at both regional and global levels.
For instance, Wei et al. (2020) examined ecological security across African countries and concluded that, overall, the
continent demonstrates relatively favorable ecological security conditions. Within the region, North Africa exhibited the
highest levels of ecological security, whereas West Africa ranked lowest. At the national level, Guo et al. (2017) and
Mohammad O. Al-Smadi (2025) analyzed the impact of industrial enterprise growth on environmental quality in China and
Jordan, highlighting the complex interdependencies between economic development and ecological stability. While many
contemporary evaluations of ecological security are concentrated on regional scales, there is also a growing body of
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research addressing global dynamics. Notably, Huang et al. (2020) proposed a comprehensive ecological security index
that integrates key biogeochemical cycles — including biological, oxygen, carbon, thermal, and hydrological components —
alongside the effects of climate change and anthropogenic activities on ecosystem stability.

Research on the ecological and economic development state management mechanism was conducted by Shajdorov (2014).
The formation of the ecological and economic mechanism of the national economy, an ecologically oriented development
strategy, is studied in the paper of Varnaliy et al. (2016). The analysis of scientific literature on eco-innovation strategies
for manufacturing practice is conducted by Janahi et al. (2021). The green transformation of industrial enterprises has
increasingly attracted widespread attention of Li et al. (2019).

Mashchenko (2017) examined the relationship between economic security and the environmental economy, offering a
theoretical foundation for the economic concept of “environmental security”. The study argues that environmental devel-
opment should be regarded as a strategic priority for any society. Developed countries are identified as playing a crucial
role in advancing sustainable development by aligning economic, social, and environmental objectives. Mashchenko (2017)
emphasizes that ensuring environmental sustainability requires not only the protection of natural ecosystems and the
exploration of resource potential but also a comprehensive understanding of regulatory mechanisms. This includes the
optimization of resource use and the advancement of environmentally oriented innovations, which are integral to achieving
long-term ecological and economic balance. The research suggests that improving the mechanism of environmental reg-
ulation requires modifying the tools and methods that incentivize rational resource management. While mechanisms sup-
porting sustainable development are not entirely new, they are frequently refined or supplemented to reflect evolving
business conditions. Furthermore, the study analyzes the components of the environmental security mechanism, identify-
ing them as the objects and subjects of the environmental economy, environmental interests, regulatory instruments,
methods, levers, and the informational and analytical infrastructure supporting environmental security. According to Mash-
chenko (2018), environmental security can be defined as the state of interaction between the economy and environmental
protection that ensures resilience to both internal and external threats. This condition enables the resolution of challenges
related to balanced economic growth, supports environmental improvement, and facilitates the formulation and imple-
mentation of national strategies and mechanisms for environmentally sustainable development.

Baik et al. (2021) present an analysis of the economic and legal dimensions of rational natural resource management as
a critical element of environmental security. They propose the adoption of supplementary fiscal regulatory measures in
Ukraine to enhance environmental governance. Specifically, the study recommends the provision of tax incentives for
enterprises that implement environmentally protective initiatives, along with the development of mechanisms for environ-
mental risk insurance.

Kolomoiets et al. (2024) link environmental security with the quality of atmospheric air. Their study highlights that the
administrative and legal framework for the protection of atmospheric air encompasses a range of functional components.
These include the regulation of air pollutant emissions within the limits of maximum permissible standards to safeguard
individuals' rights to a safe and healthy environment; the environmental modernization of industrial processes; the imple-
mentation of ecological fuel quality standards; and the sustainable transformation of the energy sector, notably through
the decentralization of the national energy system. Their paper concludes that maintaining the appropriate quality of
atmospheric air constitutes a fundamental element of the broader environmental security mechanism.

Kupalova et al. (2025) formulate methodological recommendations aimed at enhancing the environmental management
practices of industrial enterprises through the development of an optimization model. Their model is intended to evaluate
the effectiveness of ecological modernization efforts and facilitate the adoption of innovative, environmentally sustainable
technologies within production processes. The proposed framework is designed to serve as an analytical foundation for
evidence-based managerial decision-making. The study introduces an optimization-based approach to investment planning
in ecological modernization, with the goal of achieving the most efficient allocation of limited resources. The initial phase
of the investment process encompasses a comprehensive assessment, including an inventory of the quantitative and
qualitative state of production infrastructure, an environmental audit of anthropogenic impacts, an evaluation of the fea-
sibility of implementing best available technologies and management practices, and the formulation of alternative mod-
ernization scenarios. An integral performance indicator for ecological modernization is developed, comprising two primary
elements: an investment return index and an index reflecting the environmental impact categories. The optimization mod-
eling framework enables the simulation and comparative analysis of various investment scenarios, thereby supporting the
identification of the most effective modernization pathway. In practical application, the proposed optimization model for
assessing the efficiency of ecological modernization has the potential to significantly enhance the effectiveness of environ-
mental management in industrial enterprises. By providing a structured basis for scenario analysis and decision support,
it contributes to more rational and sustainable resource use in the transition toward greener production systems.
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Li & Hai (2023) investigate the interrelation between economic security and environmental protection within the framework
of sustainable development and the evolving scientific-technological ecological landscape. The authors introduce a con-
ceptual indicator system designed to assess the coordinated progress of eco-technological innovation alongside economic
performance. Their study evaluates empirical data to determine the impacts on both economic stability and environmental
outcomes. The findings demonstrate that the implementation of an integrated eco-technology innovation management
system contributes to enhanced resource efficiency and cost performance. Specifically, post-implementation analysis indi-
cates that the rate of material utilization has remained stable, while unit production costs have been consistently reduced
in comparison to pre-implementation levels. These results highlight the potential of eco-technological innovation to support
both environmental sustainability and economic resilience in industrial operations.

AIMS AND OBIJECTIVES

The article’s purpose is to assess the industrial enterprises' environmental security level, transform strategies to reduce
environmental risks, and formulate recommendations for simultaneously increasing economic and environmental security.
The formation of these strategies will make it possible to enhance both economic resilience and ecological integrity, and
to improve the overall security of industrial enterprises.

To achieve the set goal, the following tasks were completed:
1. To characterize the process of enterprise environmental security management.

2. To build the conceptual scheme of management of social, ecological, and economic processes of industrial enterprises
from a strategic perspective.

3. To improve the system of environmental security indicators of industrial enterprises, without taking into account
external threats that cannot be eliminated at the moment.

4. To calculate the level of environmental security using the integrated indicator for three companies in the railway
transport industry.

5.  To develop strategies to improve environmental security.

METHODS

The generalization of scientific approaches made it possible to determine that environmental development is one of the
strategic priorities for any society. This vector, which has a special power, is carried out in the most developed societies,
which announce harmonious life development. Developed countries play a crucial role in ensuring sustainable development
by coordinating economic, social, and environmental goals. The investigation of the mechanisms underlying environmental
security is particularly relevant in the current context. This research is essential not only for the protection of the environ-
ment and the identification of the potential of natural resources but also for elucidating the role of these mechanisms in
optimizing resource utilization and advancing environmental innovations.

Our research is based on the confirmation of the following empirical hypotheses:

. Hypothesis 1. The integration of economic and environmental risk factors into a unified management model leads to
a statistically significant improvement in the overall security performance of industrial enterprises.

. Hypothesis 2. Strategically aligned environmental risk mitigation strategies enhance not only ecological integrity but
also contribute positively to the economic resilience of enterprises in the railway transport industry.

In this research, we develop a methodology for assessing enterprise environmental security, utilizing an integrated indica-
tor to evaluate its overall level. The analysis indicates that environmental security is maintained through an integrated
system of organizational, economic, and legal measures designed to reduce socio-ecological and economic risks. This
system serves as a foundational framework for achieving the social, economic, and environmental goals integral to the
paradigm of sustainable national development. Environmental security issues are examined at both global and individual
levels. A practical approach to defining enterprise environmental security management emphasizes a process-based per-
spective. Under this approach, environmental security management within an enterprise consists of interconnected pro-
cesses operating within its internal environment to achieve strategic objectives while accounting for environmental factors
(Figure 1). Effective management of enterprise environmental security necessitates ongoing, efficient collaboration among
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enterprises, local communities, and municipal and governmental authorities, all within the framework of sustainable de-
velopment principles. In this regard, ISO 14001:2004 represents a key standard in industrial environmental protection.
This standard regulates environmental management practices in the European Union, Japan, the United States, and other
regions.

Formation Determinin:
of the institutional Diagnosis - 9
—» environment to ensure the of the environmental y| the enterprlse‘capabllltles
- : . ”|  to ensure environmental
enterprise's environmental security state -
. security
security
N 2 .
Monitoring of environmental - Analysis of environmental | Forecasting the impact of factors
security factors g security factors d on environmental security
~_ _ _ _ _ _ _ _ ___ __________-—_—"—_———"— _ _—_—_—_————_——_———/—/—(—/——/—/—+~
Evaluation of the Controlling the Implementation of Development of
— effectiveness of l«—{ implementation of the [€— measuresto ensure [€— measures to ensure |€
management decisions developer measures environmental security environmental security

Figure 1. The process of enterprise environmental security management.

The ISO 14001 standard mandates the application of specific indicators to evaluate enterprise sustainable development.
Incorporating these sustainability indicators into the routine operations of industrial enterprises is essential. Moreover, at
the enterprise level, there is a need to develop and implement integrated indicators that capture the environmental impact
of production activities. The absence of such comprehensive assessments complicates the construction of effective opti-
mization models. By analyzing the characteristics of the key components involved in managing socio-ecological and eco-
nomic processes within industrial enterprises, it becomes possible to propose a conceptual framework from a strategic
perspective, as illustrated in Figure 2.

Active environmental

/ strategy \
Determination of Formation of . .
socio-ecological and  |—| environmental Socio-ecological and
economic goals strategy \ economic processes
Passive environmental
. strategy

Information support of management of Management system 4
social-ecological and economic processes indicators

A

Identification of socio-
ecological and
economic processes
by determining
indicators

Cost management in the implementation of Operational process
socio-ecological and economic processes indicators

Optimisation of enterprise socio-ecological |
and economic policy N

Activity indicators

Figure 2. The conceptual scheme of management of social, ecological, and economic processes of industrial enterprises in the strategic
perspective.

For industrial enterprises, a key component of environmental security management involves reducing technogenic pressure
on local ecosystems resulting from production activities. The primary directions of ecological efforts include: implementing
waste-free and low-waste technologies in both core and auxiliary production processes; adopting energy-efficient technol-
ogies; taking preventive and containment measures against the release of harmful substances; and installing systems for
post-production emission treatment. In the context of globalization and the intensification of integration processes, en-
hancing enterprise-level environmental security has become a critical prerequisite for stable and sustainable operation.
Given the accelerated pace of industrial and international economic development, environmental security issues at the
enterprise level have gained renewed importance. These challenges demand continued investigation not only at the na-
tional level but also within specific regions and enterprises, particularly from a strategic planning perspective. It has been
established that strategies for ensuring environmental security at the enterprise level must account for deteriorating socio-
ecological and economic conditions. Accordingly, environmental security should be recognized as a national priority requir-
ing greater attention from public authorities. The effectiveness of environmental policy depends on the robustness of its
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strategic framework, which must define clear objectives and goals for the security system, identify key directions and
implementation methods, and establish reserves for responding to and neutralizing potential threats.

A comprehensive strategy and appropriate tactical measures are essential to enable the full and effective functioning of
the environmental security system. Integrating the management of socio-ecological and economic processes into the
operational practice of industrial enterprises can lead to improved environmental quality, reduced risks of ecological dis-
asters, greater engagement in solving environmental issues, more efficient use of energy and natural resources, and
enhanced capacity to prevent emergencies. To ensure accurate assessment of environmental security levels, it is crucial
to minimize subjective influence on the selection of evaluation indicators and avoid the arbitrary determination of threshold
values. This can be achieved by assessing environmental security at both the national level and within individual economic
sectors using integrated indicators derived through multivariate statistical techniques. Additionally, the use of a founda-
tional indicator system allows for the objective establishment of threshold values for environmental security. The selection
of indicators for assessing environmental security in Ukrainian industrial enterprises should be guided by a set of criteria,
among which the most relevant can be identified as follows:

= real and potential threats to each industry's development;
= regulatory framework for regulating relations both within the industry and with the external environment;
= means of enterprises' environmental security ensuring in the industry;

= development strategy of each separate branch; the direction of action of challenges and threats to environmental
security;

= the degree of significance of macroeconomic indicators' impact; the nature and duration of the risks' impact, etc.

The development of an environmental security indicator system for industrial enterprises is a structured process whose
outcome is not only the creation of the indicator framework itself but also the assessment of the environmental security
level of Ukraine's industrial sector based on these indicators. This process is carried out in several sequential stages.
Initially, the objectives and specific tasks for diagnosing the environmental security status of industrial enterprises are
defined. Subsequently, relevant data are selected and processed. The information gathered and refined during this stage
serves as the foundational input for constructing the system of environmental security indicators for industrial enterprises.
The development process for Ukraine’s industrial environmental security indicator system should proceed as follows
(Figure 3).

| Public authorities [Economy] I:

v

Determining the purpose and tasks of diagnosing the industrial enterprise's environmental security state
Assessment of the enterprise’s

A
[
| |
: economic security state :
Selection and processing of necessar i
P! 9 | S Assessment of the enterprise |
| |
| |
| |

information ecological security state

Carrying out the SWOT analysis of
the enterprise function

A 4

Social and Economic

|

|

Building an indicator system for |
determining the industrial enterprise's —»:
|

|

|

Organisational and Management

\ 4

environmental security level Technical and Technological

Scientific and Innovative

A 4

Determining the industrial enterprise's
environmental security level 4>| Public authorities [Ecology] |<—

Figure 3. The process of developing the industrial enterprise environmental security indicators system.

It is demonstrated that constructing an environmental security indicator system for industrial enterprises is a multi-stage
process. The stages include defining the objectives and tasks for diagnosing the environmental security status of the
enterprise, selecting and processing the necessary data, and developing the system of environmental security indicators
itself. The outcome of this process is the determination of the enterprise’s environmental security level, expressed as an
integrated indicator. This integrated indicator is constructed from a comprehensive array of metrics encompassing social
and economic, technical and technological, scientific and innovative, as well as managerial and organizational dimensions,
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with particular emphasis on criteria that capture both the external and internal environments of the enterprise. It is pro-
posed to determine the industrial enterprise's environmental security level using an integrated indicator, which is calculated
on the geometric mean of the integrated indicators of a complex assessment of its economic, ecological, and social com-
ponents by the formula:

Lgsip = i/”Econ X Hgcor X o,

where, Lgq i IS the industrial enterprise environmental security level; 11, IS a complex indicator of the economic compo-
nent assessment; 115, is a complex indicator of the ecological component assessment; 11;,. s a complex indicator of the
social component assessmernt.

The analysis of the economic activities of enterprises within the railway industry was conducted using data extracted from
the enterprises’ financial statements. Key indicators considered included volumes of commodity production; quantities of
products, works, and services sold; total cost of sold products, works, and services; profit generated from sales; and
production profitability. Component coefficients according to local complex indicators of industrial enterprise environmental
security level assessment are given in Table 1.

Table 1. Indicators and constituent factors of the complex assessment of the environmental security level.

Indexes Component factors (coefficients) Requirements
Complex indicator of the economic component assessment

Return on fixed assets Calculated as the ratio of the volume of marketable products to the average annual value of Increase

the enterprise’s fixed assets (UAH thousand).
) - Determined by the ratio of material costs to the volume of marketable products (UAH thou-
Material efficiency sand) Decrease
Labor productivity ratio Calculated as the ratio of the volume of marketable products to the average number of indus- Increase
P trial and production personnel (UAH thousand/person)
Profitability ratio Defined as the ratio of net profit to the cost of production and sales (UAH thousand) Increase
Complex indicator of the ecological component assessment
Coefficient of social utility of Calculated as the ratio of the useful effect of enterprise activity to the monetary assessment of
: ) R . X Increase

production its negative environmental impact (UAH thousand)

Coefficient of public utility of Takes into account production volumes, costs for environmental protection, and the utility or Increase

product use harm caused by the enterprise’s products (UAH thousand).

Coefficient of resource intensity Calculated as the ratio of the monetary assessment of the resources used in production to the Decrease

of production useful effect of enterprise activity (UAH thousand)

Complex indicator of the social component assessment

Staff turnover ratio Defined as the number of employees dismissed voluntarily or for violations, divided by the av- Decrease
erage number of staff (persons)

Coefﬁaent (?f C.OStS for the en- Ratio of the enterprise’s expenditures on social infrastructure to the total cost of production

terprise social infrastructure de- >0.1
and sales (UAH thousand)

velopment

Staff development cost ratio Ratio of costs for staff training and development to the total production and sales cost of the >0
enterprise (UAH thousand)

The proposed indicator systems contain both indicators-destimulators and indicators-stimulators. That is why, before bring-
ing them into an integrated indicator, first normalize:

= for indicator-stimulator:

I
61': L,

Imax

= for indicator-stimulator:

where I, is the i-th indicator value; 1,,,, is the largest indicator value for the analyzed period] .., is the lowest indicator
value for the analyzed period.
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The generalizing (integral) indicator is determined as the arithmetic mean of the normalized indicators:

0

y

11

Imax

where 11 is an integrated indicator of a complex assessment of the industrial enterprise environmental security component
in the analysis direction; §,; s the normalized value of the i-th indicator, which is a component of the integral.

At the same time, the considered technique does not give the chance to consider various degrees of significance of local
indicators. Therefore, it is necessary to improve the existing methodology by determining the significance level of each
system indicator. It is advisable to determine the significant share of local indicators using expert assessments. In this
case, for determining the coefficients of importance of individual indicators in the integrated indicator, it is proposed to
use the average ranks method:

o Ry
bOXL Ry

where J; is a specific weight (coefficient of importance); R;; is the transformed rank of parameter i in expert j; n is the
number of parameters (indicators).

Experts are asked to rank indicators according to their importance, and it is possible to give the same rankings to indicators
that they consider equally important. Then the obtained ranks are converted. When applying the procedure of collective
expert evaluations, the final value of the coefficients of importance is determined as the arithmetic mean of the number
of experts, of course, taking into account the values of concordance coefficients, which must be calculated for each of the
studied indicators separately. The stages of environmental security assessment at the industrial enterprise are proposed
in the form of an algorithm presented in Figure 4.

1. Development of system of indicators that measure the environmental security level

[
\ 2 v v

Social security indicators Economic security indicators Ecologicall security indicators

I I I
v

2. Determination an integrated indicators of complex assessment of industrial enterprise’s environmental security

2.1 Formation of matrices by groups of indicators in the dynamic section for m-th enterprises with n-th number
of indicators

v

2.2 Formation of standard situations by groups of indicators in dynamic and comparative terms

v

|
|
|
|
|
|
|
|
|
|
|
2.3 Classification of indicators on stimulators and destimulators, determination of weights |
|
|
|
|
|
|
|
|
|
|

v

2.4 Determination of the coefficients of importance of individual indicators

v

2.5 Determination of integrated indicators

3. Ranking of enterprises

v

4. Graphical representation of the obtained integrated indicators, analysis and interpretation of evaluation results

Figure 4. Stages of assessment of the environmental security level.
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So, after the realization of a complex assessment method of industrial enterprise environmental security components in
the direction of analysis, the level of significance of each system indicator, the integrated indicator of complex assessment
of industrial enterprise environmental security will be determined as the arithmetic mean of normalized indicators:

- 2j=165i X 7»1',
n

where II is the integrated indicator of a complex assessment of industrial enterprise environmental security; 6,; is the

normalized value of the I-th indlicator, which is part of the integral; /; is the coefficient of importance of each of the system

of n indicators.

RESULTS

The environmental security level was calculated for 3 industrial enterprises of railway transport, namely car repair plants
operating in the field of Ukrainian railway transport and similar in activity type. The results of the calculations are presented
in Figures 5-7. In accordance with the developed threshold values scale for the integral indicator assessing the level of
environmental security, the current level of environmental security provision at the branch “Panyutynsky Wagon Repair
Plant” of PJSC “Ukrzaliznytsia” is at the lowest level. Approaches to environmental security management at the enterprise
are of a formal nature, indicating that the management of the enterprise does not pay sufficient attention to the issues of
ensuring environmental security (Figure 5).
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Figure 5. Graphic interpretation of environmental security level assessment of the branch “Panyutyn Car Repair Plant” of PJSC “Ukr-
zaliznytsia”.

In accordance with the developed threshold values scale for the integral indicator assessing the level of environmental
security, the current level of environmental security provision at the branch “Darnytskyi Wagon Repair Plant” of PJSC
“Ukrzaliznytsia” is at the lowest level. Approaches to environmental security management at the enterprise are of a formal
nature, indicating that the management of the enterprise does not pay sufficient attention to the issues of ensuring envi-
ronmental security (Figure 6).
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Figure 6. Graphic interpretation of environmental security level assessment of the branch “Darnytskyi Car Repair Plant” of PJSC “Ukr-
zaliznytsia”.
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In accordance with the developed threshold values scale for the integral indicator assessing the level of environmental
security, the current level of environmental security provision at the branch “Stryi Wagon Repair Plant” of PJSC “Ukrzalizny-
tsia” is at the lowest level. Approaches to environmental security management at the enterprise are of a formal nature,
indicating that the management of the enterprise does not pay sufficient attention to the issues of ensuring environmental
security (Figure 7).
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Figure 7. Graphic interpretation of environmental security level assessment of the branch "Stryi Car Repair Plant” of PJSC “Ukrzalizny-
tsia”.

Thus, a comprehensive process for developing an environmental security indicator system for industrial enterprises has
been proposed. Unlike existing approaches, this method is structured as an algorithm comprising sequential stages: de-
fining the goals and objectives for diagnosing the environmental security status of the enterprise, selecting and processing
the required data, and ultimately constructing the environmental security indicator system. The outcome of this process is
the assessment of the enterprise's environmental security level through an integrated indicator. This indicator is formulated
based on a comprehensive set of socio-economic, technical-technological, scientific-innovative, organizational, and mana-
gerial parameters, with explicit attention given to criteria pertaining to both the external and internal environments of the
enterprise. A specific methodological toolkit is introduced to support this approach. The environmental security level of the
enterprise is determined using an integrated indicator that, unlike existing methods, is calculated as the geometric mean
of composite indicators reflecting economic, environmental, and social dimensions. This approach also incorporates the
relative significance of each indicator within the overall assessment system, enabling a more precise and meaningful
evaluation of environmental security.

The calculated indicator of environmental security level, based on its threshold values, demonstrates the following classi-
fications:

1. An indicator value within the range of [0-0,25] corresponds to a formal approach to environmental security
management at the enterprise, characterized by insufficient attention from management to environmental security
issues.

2. Values between [0,26-0,5] indicate a limited approach to environmental security management, where only select
aspects are addressed, preventing the achievement of high enterprise efficiency.

3. Arange of [0,51-0,75] reflects that environmental security management practices are largely implemented; however,
challenges persist in securing necessary resources, including financial support, for the adoption of environmental
technologies and social program initiatives.

4.  Values within [0,76-1] signify that environmental security management approaches generate tangible benefits for
the enterprise.

Applying this threshold scale to assess the current environmental security levels at the analyzed enterprises reveals that
they predominantly fall within the lowest category, indicative of formal and insufficient management attention to environ-
mental security.

Based on the defined threshold criteria, it can be concluded that all evaluated enterprises exhibit inadequate emphasis on
environmental security, which adversely impacts overall enterprise performance.
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In order to increase the level of environmental security and simultaneously improve the economic performance of enter-
prises, we propose the appropriate strategies. The key transformed strategies to mitigate environmental risks effectively
are presented in Table 2.

Table 2. The key transformed strategies to mitigate environmental risks.

Strategy

Activities within the framework of the strategy

investment planning

1. Risk-driven environmental

energy efficiency, closed-loop systems).

1. Prioritize investment in technologies that offer high environmental impact reduction and economic return (e.g.,

2. Use integrated indicators to rank projects by environmental and financial performance.

management

2. Adaptive environmental

1. Develop dynamic response plans for environmental emergencies and regulatory changes.
2. Implement real-time monitoring systems for key environmental parameters (emissions, water use, waste output).

nology transfer

3. Green innovation and tech-

efficiency.

1. Invest in R&D and partnerships to adopt best available technologies that reduce emissions and improve resource

2. Establish innovation hubs within the enterprise to pilot eco-efficient solutions and eco-innovations.

source optimization

4. Circular economy and re-

1. Redesign production processes to reduce inputs, reuse materials, and recycle waste.
2. Apply life cycle assessment tools to identify environmental hotspots and guide process improvements.

ance structures

5. Cross-functional govern-

pliance.

2. Integrate environmental KPIs into executive performance metrics.

1. Establish interdisciplinary sustainability committees that oversee environmental strategy, risk alignment, and com-

and transparency

6. Stakeholder engagement

tives.

1. Develop communication strategies to involve local communities, regulators, and investors in environmental initia-

2. Publish sustainability performance reports based on the integrated model’s indicators.

The proposed strategies offer a comprehensive and flexible approach to aligning environmental risk mitigation with the
economic performance increasing of industrial enterprises. Within the framework of the developed strategies, specific
measures are proposed to improve the environmental security and economic security of industrial enterprises (Table 3).

Table 3. Recommendations to improve the environmental security and economic security of industrial enterprises.

Recommendations to
improve environmental
security

Measures to improve environmental secu-

rity

Recommendations to
improve economic se-
curity

Measures to improve economic security

Adopt clean technologies
and renewable energy

1. Investment in low-emission equipment and
cleaner production processes.

2. Shifting to solar, wind, or other renewable
energy sources to reduce dependence on fossil
fuels

Diversify revenue streams

1. Expanding into new markets or products to
reduce reliance on a single income source.

2. Exploring digital services, licensing, or ver-
tical integration.

Implement environmental
management systems

1. Establishment ISO 14001 or equivalent
frameworks to monitor and improve environ-
mental performance.

2. Conducting regular audits, risk assessments,
and reporting.

Adopt energy and resource
efficiency measures

1. Reducing operational costs through lean
manufacturing, automation, and smart energy
use.

2. Conducting cost-benefit analysis for sus-
tainability investments.

Enhance waste manage-
ment and resource effi-
ciency

1. Introducing circular economy principles: re-
duce, reuse, recycle.

2. Implementation of zero-waste strategies and
optimization of raw material usage.

Invest in risk management
and business continuity
planning

1. Development of contingency plans for sup-
ply chain disruptions, regulatory changes, and
climate events.

2. Using insurance and hedging strategies to
manage financial risks.

Upgrade pollution control
measures

1. Installment of advanced filters, scrubbers,
and emission reduction systems.

2. Monitoring air, water, and soil quality in and
around facilities.

Enhance cybersecurity and
data protection

1. Secure digital assets, intellectual property,
and industrial control systems from cyber
threats.

Strengthen compliance
and transparency

1. Ensuring adherence to local, national, and in-
ternational environmental laws. o

2. Publishing sustainability and ESG (Environ-
mental, Social, Governance) reports.

Modernize infrastructure
and technology

1. Investment in automation and robotics to
improve productivity and predictive mainte-
nance.

2. Upgrading outdated machinery to reduce
downtime and operational risks.

Invest in environmental
training and culture

1. Training employees in sustainable practices
and environmental security.

2. Encouraging reporting of environmental risks
and near misses.

Optimize supply chain re-
silience

1. Building strong relationships with multiple
suppliers.

2. Using local suppliers where possible to re-
duce exposure to global disruptions.

Biodiversity and land use

1. Minimization of ecological disruption through
sustainable land use planning.

Seek public-private part-

1. Interaction with government authorities,
leverage government grants, tax incentives,
or green financing for sustainable initiatives.

management 2. Rehabilitation or restoring impacted ecosys- | nerships and incentives 2. Collaboration with universities and innova-
tems. - ’
tion hubs to co-develop technologies.
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So, improving both environmental security and economic security in industrial enterprises is not only a regulatory or
corporate responsibility, but a strategic necessity for long-term sustainability and competitiveness. By investing in clean
technologies, responsible resource management, and robust environmental systems, enterprises can significantly reduce
ecological risks and comply with evolving environmental standards. At the same time, enhancing economic resilience
through innovation, diversification, and operational efficiency strengthens the enterprise’s ability to withstand market vol-
atility, supply chain disruptions, and financial pressures. These two dimensions — environmental and economic — are deeply
interconnected: sustainable practices often lead to cost savings, better risk management, and new market opportunities.
The industrial enterprises that proactively integrate environmental and economic security into their core strategy are more
likely to achieve stable growth, maintain license to operate, and remain competitive in a rapidly changing global landscape.

DISCUSSION

While numerous studies have examined the environmental performance and sustainability of industrial enterprises, many
existing methodologies lack a holistic and structured framework for assessing environmental security in direct connection
with financial and economic dimensions. For instance, prior research typically relies on fragmented indicator systems or
unweighted aggregations of environmental factors, which may result in either overgeneralized conclusions or an underes-
timation of specific risk dimensions (Staniskis & Arbaciauskas, 2009).

While studies such as Pavlakova Docekalova & Kocmanova (2016) and Menteletal. (2021) have developed composite
indicators combining environmental, economic, and energy domains, they rely on PCA-based or correlational aggregation
techniques that do not leverage strategic weighting or a geometric mean approach. Those methods also often operate at
macro or sectoral levels, limiting enterprise-level specificity. Similarly, models like the port-based environmental index by
Kegalj et al. (2018) focus exclusively on environmental impacts and do not integrate broader socio-economic or managerial
dimensions. Our structured methodology introduces a novel sequence of diagnostic objectives, data processing, and geo-
metric synthesis of enterprise-level indicators — weighted across socio-economic, technical, scientific, innovative, and man-
agerial domains. This enables a more nuanced, actionable, and financially grounded assessment of environmental security,
validated in the railway transport industry and extended to risk-mitigating strategy recommendations. Mentel et al. (2020)
offer a multidimensional assessment but emphasize macro-level interdependencies, especially in the energy-environment
nexus. Our approach, in contrast, is enterprise-specific, combining socio-economic, technical, technological, scientific, in-
novative, and managerial domains through a geometrically aggregated index that recognizes relative importance at the
firm level.

So, in contrast to these approaches, our study introduces a significantly improved, systematic methodology for constructing
an environmental security indicator system tailored specifically to industrial enterprises. Unlike conventional models that
often treat environmental indicators in isolation or prioritize only ecological parameters, our method integrates environ-
mental, economic, and social dimensions into a cohesive assessment framework. This is achieved by defining clear diag-
nostic objectives, processing relevant data, and ultimately synthesizing results into an integral indicator using a geometric
mean-based aggregation — a technique seldom employed in prior studies.

The novelty of our research lies in several key aspects, such as multidimensional integration, weighted synthesis of indi-
cators, geometric mean methodology, and empirical validation, which are manifested in the following:

1. Our model balances socio-economic, technical-technological, scientific-innovative, and organizational-managerial
factors, ensuring a more realistic representation of both internal and external risk vectors.

2. By applying differentiated weights based on the significance of each component, we overcome the limitations of
equal-weight or purely additive models used in previous research.

3. The use of a geometric mean to synthesize composite indicators enhances the sensitivity of the model to inter-
indicator variability, thus providing @ more nuanced and rigorous assessment.

4. The methodology was applied to real-world data from three industrial enterprises in the railway transport sector,
confirming its practical relevance and adaptability.

Moreover, where earlier studies often stopped at environmental diagnosis, our research advances further by formulating
specific strategies to reduce environmental risks. These strategies are aimed not only at enhancing ecological integrity but
also at boosting economic resilience — a dual goal rarely addressed simultaneously in the literature.

Finally, we offer practical recommendations for improving both environmental and economic security, contributing to the
development of sustainable transformation strategies that are financially feasible and operationally effective. This positions
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our work at the intersection of environmental science, enterprise strategy, and financial management — an interdisciplinary
space that remains underexplored in much of the existing research.

Our results highlight the critical importance of an integrated approach to managing economic and environmental risks
within industrial enterprises. The development of a comprehensive risk management model, as proposed in this research,
demonstrates the potential for aligning economic resilience with environmental integrity, rather than treating them as
competing priorities.

The characterization of the environmental security management process revealed significant fragmentation in current
practices. In many studies conducted earlier, environmental risks are often addressed reactively and in isolation from
broader economic objectives. This siloed approach limits the effectiveness of risk mitigation efforts and undermines the
long-term sustainability of enterprises. By contrast, the integrated framework proposed by us in this study promotes a
proactive and systemic view, where ecological and economic dimensions are jointly considered in strategic planning. The
conceptual scheme developed to manage the interrelated social, ecological, and economic processes of industrial enter-
prises provides a valuable strategic perspective. It emphasizes that environmental security cannot be dissociated from
socio-economic dynamics, particularly in sectors such as railway transport, where infrastructure, human capital, and envi-
ronmental factors are deeply interconnected.

Despite the progress made in developing the conceptual scheme of management of social, ecological, and economic
processes of industrial enterprises in the strategic perspective and integrated risk management model that simultaneously
addresses economic and environmental security, several important questions remain insufficiently explored.

Firstly, while this study focused on internal factors of environmental security, a significant challenge remains in how to
systematically account for external threats — such as geopolitical instability, environmental consequences of military actions
in Ukraine, climate change, natural disasters, etc. — in enterprise-level models. These factors, although currently hard to
control, have a growing influence on both environmental and economic outcomes.

Secondly, the enterprises in Ukraine often operate under conditions of uncertainty, particularly when implementing long-
term sustainability strategies. The role of uncertainty in environmental-economic risk modeling — and how managers can
make informed decisions with incomplete data — remains a vital yet under-researched topic.

These open questions highlight the need for continued interdisciplinary research, combining insights from environmental
science, economics, systems engineering, and decision theory. Addressing these gaps will be essential to further refine
integrated models and make them more effective in supporting industrial enterprises on the path to sustainable and
resilient growth.

CONCLUSIONS

The article successfully provided a detailed characterization of the environmental security management process within
industrial enterprises. It identified key internal and external factors influencing environmental security. This characteriza-
tion laid the groundwork for understanding how environmental risks are currently managed and where improvements are
needed.

A conceptual scheme was developed that integrates social, ecological, and economic dimensions into a unified manage-
ment framework. This model supports long-term strategic planning by highlighting the interdependencies between sus-
tainability goals and enterprise performance, facilitating more balanced and informed decision-making in industrial man-
agement.

An enhanced system of indicators was proposed to more accurately assess environmental security levels. These refined
indicators focus solely on controllable, internal enterprise factors, thus providing a realistic and actionable assessment
framework. The updated system enables enterprises to measure their environmental performance more precisely and
identify priority areas for intervention. Unlike traditional approaches, this method consists of clearly defined, sequential
stages: establishing the objectives and tasks for diagnosing the environmental security status of the enterprise, collecting
and processing relevant data, and ultimately developing the environmental security indicator system itself. The result of
this approach is the assessment of the enterprise’s environmental security level using an integrated indicator. This com-
posite measure is constructed from a range of socio-economic, technical-technological, scientific-innovative, and manage-
rial-organizational indicators, with careful consideration given to criteria associated with both the external and internal
operational environments of the enterprise. The proposed methodology defines the enterprise’s environmental security
level through an integrated indicator calculated, unlike existing methods, as the geometric mean of composite assessments
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of its economic, environmental, and social components. This approach incorporates the relative importance of each indi-
cator within the system, allowing for a more precise and meaningful evaluation of the enterprise’s current environmental
security status. Moreover, the developed framework emphasizes the necessity of accounting for the significance of each
indicator in the overall assessment. Including these significance levels adds analytical depth, capturing the varying degrees
of influence that different factors exert on the enterprise’s overall environmental security.

Using the developed indicators, the study calculated and compared the integrated environmental security levels for three
railway transport enterprises. The results revealed differences in environmental performance, highlighting both strengths
and areas requiring improvement. This practical application validated the effectiveness of the proposed methodology and
confirmed its relevance for real-world industrial scenarios. The evidence suggests that enterprises that adopt such models
are better positioned to anticipate risks, capitalize on sustainability trends, and maintain operational resilience in an in-
creasingly complex environment.

Based on the findings, a set of targeted strategies was formulated to reduce environmental risks and enhance the security
of industrial enterprises. These strategies include technological modernization, improved waste management, and the
integration of ecological considerations into strategic planning. The recommendations aim to align economic goals with
environmental responsibilities, promoting sustainable enterprise development.

Our future research will focus on incorporating external environmental threats, such as climate change, into the assessment
model to create a more comprehensive risk management framework. Also, we plan to study the role of stakeholder en-
gagement, including employees, local communities, and state authorities, in improving environmental security practices,
which will offer valuable insights into the social dimension of industrial sustainability.
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3MeHLLYBaTW MOTEHLiHWI BNMB Ha HAaBKONWLLHE cepefioBuLle Ta 3abe3nedyBaTv AOTPUMaHHS HOPMATUBHMX akTiB. Me-
TOM OCNIMKEHHS € OLiHKa PiBHS eKONorivHOl 6e3neku NpoMMCIoBKX MiANPUEMCTB, TpaHcdopMaLlis cTpaTeriit ans 3MeH-
LIEHHSI eKOMOTiYHUX PU3MKIB i (hOPMYBaHHSI peKOMeHzaLii ANls OAHOYACHOMO MiABMLUEHHSI eKOHOMIYHOT Ta eKOJOoriYHOT
6e3nex.

Hawe pgocnigxeHHs nNponoHye BAOCKOHaNeHy CTPyKTYpOBaHy MEeTOAO0sIOoriio NobyoBM CMCTEMU MOKA3HMKIB €KONMOrivHOI
6e3nekn Ans NPOMUCNIOBUX MNiANPUEMCTB. Ha BigMiHy Bia TpaauuiiHWX niaxoais, 3anponoOHOBaHWA METOA AOTPUMYETLCS
CUCTEMATUYHOI NOCNILOBHOCTI, Sika BK/IOYAE BU3HAYEHHS Linel i fiarHoCTUYHMX 3aBAaHb, 36MpaHHs Ta 0b6pobky BiANOBiI-
[HVX JaHUX | 3peLuTolo popMyBaHHS KOMMIEKCHOI CUCTEMM MOKa3HMKIB. LieHTpanbHKUM Yy LibOMy MNiaxoAi € po3pobka iHTer-
panbHOro NoKasHWKa, WO BiobpaXkae 3aranbHWI piBeHb €KOOriYHOT 6e3neKku, ki BUBOAWUTLCS 3i 36a1aHCOBaHOMO Ha-
6opy couianbHO-EKOHOMIYHMX, TEXHIKO-TEXHOMOMYHMX, HayKOBO-iHHOBALIMHMX Ta ynpaBniHCbKO-OpraHisaLiiHuX BUMIpIB,
LLIO BKJ/IOYAE 1 BHYTPILLHI, | 30BHIiLLHI hakTopK, SIKi BNIMBAOTb Ha AisNbHICTb NiANPUMEMCTBA. YHiKanbHICTb 3anponoHOBaHOI
MoZaeni nonsira€ y BUKOPUCTaHHI reOMETPUYHOrO CepeaHbOro At CUHTE3Y iHTerpasbHMX NOKa3HWKIB B EKOHOMIYHIN, eKo-
NOTiYHIM Ta couianbHil ranyssix, ypaxoByloun npu LIbOMY 3HAYYLLICTb KOXHOMO KOMMOHEHTa. Llei MexaHi3M 3Ba)KyBaHHS
3abe3neuye 6inbll TOYHY Ta HIOAHCOBaHY OLiHKY, BPaxX0oBYHOUM Pi3HWI BMNJIMB OKPEMMX MOKA3HMKIB Ha 3arasibHy eKonoriyHy
6e3neky. PiBeHb ekonoriyHoi 6e3neku 6yno po3paxoBaHo A TPbOX KOMMaHil 3anisHUYHOT TPaHCNOPTHOI ranysi.

Takox Mu cchopMyBanu CTpaTerii NOM'SKILEHHS] €KOTOTYHUX PU3NKIB, SKi A03BONAIOTbL NMPOMMC/IOBMM MNiANPUEMCTBaM nNia-
BULLUTU 1 EKOHOMIYHY CTIMKICTb, | eKONOriYHY LiNiCHICTb Ta NOKpaLUMTLX CBOO 3aranbHy 6e3neky. KpiM Toro, Mu 3anpono-
HyBanu pekoMeHgauii Ans 04HOYaCHOrO MOKpPALLUEHHSI EKOHOMIYHOI Ta eKonorivyHoi 6e3nek NpoMUCIOBMX NiANPUEMCTB.

KmouvoBi cnoBa: ekoHoMiYHa 6e3neka, ekonoriyHa 6e3neka, npouec ynpasniHHSA eKonoriyHow 6e3nekoto, NpoMUCIoBI
niANPUEMCTBA, B3aEMOAisl, cTpaTerii
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